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INTRODUCTION

Welcometo CSS 852: Cyber Criminology and Vulnerabilities

CSS 852 is a second semester 3 Credit Units cdledgorovides you
with insights into the issues around deviance, erand terrorism in the
cyberspace. It is prepared for students enrolledth@ Doctor of
Philosophy Programme in Criminology and Securitydgs in the
National Open University of Nigeria (NOUN).

AlM

a) To introduce you to the fundamental issues arolmedspate of
deviance, crime and terrorism in the cyberspace.

b) To enable you appreciate the role of the relatiyelyng discipline
of cyber criminology in interrogating the issuesdaforder, crime
and criminality in the cyberspace.

C) To guide students to the understanding of hovaaetiventy-first
century social forces shaped the thinking and thewy of early
cyber criminologists.

d) To critically evaluate the legal instruments essdiad to control
cybercrime and the initiatives at national, reglonand
international levels to ensure security in the cgpace.

OBJECTIVES

o To examine the context, concerns, and future doestof the
discipline of cyber criminology.

o To discuss the evolution, classification, cost atier dynamics of
cybercrime.

) To critical review some theories that are relevatte explanation
of deviance, crime and terrorism in the cyberspace.

o To interrogate some contemporary issues in cybmecand cyber
security and their global implications.

) To assess the state of cyber-crime legislationsfcydecurity

initiatives and the challenges confronting the NigeCriminal
Justice System in policing and prosecuting cybereri

WORKING THROUGH THIS COURSE

To complete this course, you are required to rbadstudy units and the
recommended books. Each study unit contains aasedssment exercise,
and at some point in the course you will be reglit@ submit your
assignment for assessment purposes. You will becteg to write a final
examination at the end of the course. Stated batevihe components of
the course and what you are expected to do.
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COURSE MATERIALS

1. Course Guide

2. Study Units

3. Textbooks, Journals and other Reference Sources
4. Assignment File

5. Presentation

STUDY UNITS

There are twenty-four (24) study units in this gaipbroken down into six
(6) modules of four units each.

Modulel Cybe Criminology: Context, History, Concerns,
Contribution and Challenges

Unit 1 The Contexts of the Emergence of Cyber @ralogy
Unit 2 The History of Cyber Criminology

Unit 3 Concerns and Contributions of Cyber Crinhogy
Unit 4 Challenges of the Discipline of Cyber Cnrmlogy

Module2 Evolution, Typologies and Dynamics of Cybercrime

Unit 1 Evolution of Cyber Crime

Unit 2 Typologies of Cybercrime

Unit 3 Measuring Cybercrime

Unit 4 Cyberspace as th® Bomain of Warfare

Module3 Cybercrime Theoriesand their Applicability

Unit 1 Social Learning Theory (SLT)

Unit 2 Routine Activity Theory (RAT)

Unit 3 General Strain Theory (GST)

Unit 4 Space Transition Theory of Cybercrime (STT)

Module4  Cyberspace Threatsand Vulnerabilities

Unit 1 Definitions and Scope of Cyberspace Threaisd
Vulnerabilities

Unit 2 Threats to Critical Infrastructures and Isttial Control
Systems

Unit 3 Threats of Terrorism and Transnational Org@h Crime
Networks

Unit 4 Digital Pitfalls in Developing Countries
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and International Levels
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Challenges of Policing and Enforcement
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MODULE 1 CYBER CRIMINOLOGY: CONTEXT,
HISTORY, CONCERNS, CONTRIBUTION
AND CHALLENGES

Unit 1 The Contexts of the Emergence of Cyber CGralogy

Unit 2 The History of Cyber Criminology

Unit 3 Definition, Concerns and Current State of b@y
Criminology

Unit 4 Challenges of Cyber Criminological Research

UNIT 1 THE CONTEXT OF THE EMERGENCE OF THE
SUB-DISCIPLINE OF CYBERCRIMINOLOGY

CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Content
3.1 Globalisation
3.2  The Internet Revolution
3.3  Mediatisation and Digitisation
3.4  Growth of Virtual Communities
4.0 Conclusion
5.0 Summary
6.0 Tutor-Marked Assignment
7.0 References/Further Reading

1.0 INTRODUCTION

In order to appreciate the traditional concernghef sub-discipline of
cyber criminology, there is need to first traceotiglin. This unit examines
the twenty-first century social forces that prepatiee grounds for its
emergence.

20 OBJECTIVES
By the end of this unit, you will be able to:

e discuss globalisation, the internet revolution, magsation and
digitisation

e explain the growth of virtual communities’ influenon the thinking
and theorising of early cyber criminologists.
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3.0 MAINCONTENT

3.1 The Context of the Emergence of the Sub-discipline of Cyber
Criminology

Cyber criminology is one of the newest sub-disogydi in the discipline
of criminology. The term “Cyber Criminology” wasademically coined
by K. Jaishankar, an Indian Professor of Criminglog2007 (Ndubueze,
2017).

Ndubueze (2017) identified some twenty-first ceptyiobal social forces
that influenced the development of the discipliiecyber criminology
which include globalisation, the Internet revolatio
mediatisation/digitalisation and the growth of wat communities.

) Globalisation: Scholars have argued that globalisation has
redefined political and geographical space theref@ating the
sense of a global village that is facilitated byvr@mmunication
media such as live Television coverage of Inteometi events and
crisis, the Internet as well as e-mail. The needffof this
development is crime as globalisation opens up ogportunities
for criminality. Consequently, early cyber crimiogists were
intrigued by the dramatic impact of globalisatiom people and
governments around the world and specifically hdwhas
facilitated crime and criminality.

ii.)  The Internet Revolution: The globalisation crusade was
facilitated by the Internet revolution that climaxeorldwide in
the 2000s when the digital divide began closingmitp relatively
easy access to broadband across the world anccyarly in
developing countries, including Nigeria. The eg#dishent of
Internet technology left in its wake new patterriscome and
criminality hitherto unknown to humanity. Therefpearly cyber
criminologists were interested in interrogating th@amics as
well as dilemmas of crime in the Internet age. Moe, they were
interested in understanding how the social ordetissupted by
these developments and more importantly how ordar loe
restored in a seeming chaotic cyberspace.

ii.) Mediatisation and Digitisation: Mediatisation refers to a
situation whereby social communications which ocediron a
face-to-face basis are increasingly facilitated t®chnical
intermediation. Digitisation refers to the procéissough which
information is converted into a digital format. $danedia sites
are emerging as platform not only for mediatingibess and
leisure related communications but also as platsdonmediating
deviant and criminal terror related communicatid®scial media
use and abuse has raised profound concern amoizgnsit
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corporate entities and governments across the wiaddy cyber
criminologists wanted to know how traditional moded

communication are largely replaced and sometimaseel by the
new media. They were also interested in investigatiow the
social media is increasingly being used by devienininal and
terrorist elements to facilitate their activities.

iv.)  Growth of Virtual Communities. Virtual communities have
been described as social aggregations with genataks and
interest on the Internet, and consistfalr elements: people, a
shared purpose, policies, and computer system. They are
created through technologies such as: websitesttrobms,
Internet forums, instant messaging, online gamddspmobile
phones and text/audio/video-massaging. Interdgfingrtual
communities have assumed a life of their own asvete,
culminating in the massive migration of people froffline, in-
person communication patterns to online, virtuahouinications.
Therefore, early cyber criminologists were integdstin
understanding the various issues surrounding dligpi@munities.

Multidisciplinary discipline: it is important to emphasise the fact that
cyber criminology has a multidisciplinary or intesciplinary root. These
interdisciplinary roots of cyber criminology incled criminology,
Sociology, Law, Victimology, Psychology, Informatio and
Communications Technology, and Computer Sciences. i§hwhy Cyber
Criminology studies provides the students the pitatfto be intellectually
versatile.

SELF-ASSESSMENT EXERCISE
Explain the growth of virtual communities’ influemon the thinking and
theorising of early cyber criminologists?

40 CONCLUSION

Early cyber criminologists were interested in ustiending how the
above four social forces affected traditional patte of social
relationships and how they facilitated crime andodier in the
contemporary times. This quest invariably gave rige cyber
criminological thinking and theorising.

50 SUMMARY
The unit exposed us to some twenty-first centurgiadoforces that
influence cyber criminological thinking and theanig of the precursors

of the discipline of cyber criminology.

6.0 TUTOR-MARKED ASSIGNMENT
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1. Discuss the 21 century social forces that influenced the
emergence of the discipline of cyber criminologyidentified by
Ndubueze (2017).

7.0 REFERENCESFURTHER READING

Ndubueze, P. N. (2017). Cyber Criminology: Contexd@sncerns and
Directions’: In P. N. Ndubueze (EdEyber Criminology and
Technology-Assisted Crime Control: A Reader (1-28). Zaria:
Ahmadu Bello University Press.
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UNIT 2 THE HISTORY OF CYBERCRIMINOLOGY
CONTENTS

1.0 Introduction

2.0 Objectives

3.0 Main Content
3.1 Intellectual Roots
3.2 Historical Development
3.3  Karuppannan Jaishankar
3.4  Allied Disciplines

4.0 Conclusion

5.0 Summary

6.0 Tutor-Marked Assignment

7.0 References/Further Reading

1.0 INTRODUCTION

Having identified some 2lcentury social forces that prepared the ground
for the emergence of the sub-discipline of cybemitrology in the
previous unit, this unit traces the historical depenent of cyber
criminology. It presents the profile of the founglilmther of the discipline,
Karuppannan Jaiskankar.

20 OBJECTIVES

By the end of this unit, you will be able to:

e trace the history of cyber criminology

e identify some early cyber criminologists and knothey disciplines
that share similar concerns with cyber criminology.

3.0 MAINCONTENT
3.1 Intelectual Roots

Arguably, the combined forces of globalisation,emiet revolution,

mediatisation and digitisation and growth of vitt@@mmunities had

profound and far reaching impact on the socialcstme and triggered a
demand for social order. Way before the formalldisament of cyber

criminology as a sub-discipline of criminology 9@, some scholars
referred to as early cyber criminologists had sh@encern about the
growing spate of crime and disorder in the cybecsp Such scholars
include: Bachmann (2007), Brenner (2001), Holt @0Qlaishankar
(2007) Wall (2001), Yar (2005), among others (sarilNieze, 2016).
However, their research efforts were found expogsgiithin mainstream
criminology. But as the cyberspace became moreimogenic and the
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concerns grew there became a need for a distisctpline within the

social sciences that would focus on the emergisgeis. This led to the
coining word “Cyber Criminology” by Jaishankar 0@ (Jaishankar,
2010, Ndubueze, 2017).

3.2 Historical Development

Cyber criminology is one of the newest sub-disogydi in the discipline
of criminology. The term “Cyber Criminology” wasademically coined
by K. Jaishankar, an Indian Professor of Criminglog2007 (Jaishankar,
2017, Ndubueze, 2017). Jaishankar was concernauat #oe spate of
crime and criminality on the cyberspace. Beyond keawas concerned
that in spite of the fact that scholarly inquirgyarthe emergence of the
cyberspace as a hotbed for a novel criminal agtiddtes back to the
1990s, the discipline of criminology was laggindnioel in interrogating
the dynamics of the new form of crime O cybercrinkéence, he
established the discipline of cyber criminologyaiddress this research
gap. He defined cyber criminology as “the studytleé causation of
crimes that occur in the cyberspace and its imjeitte physical space”
(Jaishankar, 2007a, para. 1). Jaishankar (2018lnierpd that cyber
criminology is multi-disciplinary in nature as itnterfaces with
criminology, sociology, psychology, victimology, fammation
technology and computer/internet sciences.

Furthermore, the new discipline was given impetiik tie introduction
of a dedicated open access journal knowrnés national Journal of
Cyber Criminology (IJCC) in 2007 by Jaishankar. In the maiden edlitio
of the journal, Jaishankar underscored the needhtotiterature in the
area to be documented. He observed that difficalktpllaboration among
the disciplines of Internet Science, Computer Smeand Criminology
pointing out that this is because of the differemteheir languages.
Jaishankar envisaged that the new journal wouldiigeoa veritable
platform for the publication of robust interdiscr@ry researches among
Internet scientists; Computer scientists; Commuiuoaspecialists and
Criminologists (see Jaishankar, 2007). The Intéwnat Journal of Cyber
Criminology has grown over the years to become ap&s indexed
journal and has till date published thirteen issapanning different
aspects of cyber criminology and reflecting byirikent and purposes its
interdisciplinary scope. The journal is internaibim outlook with the
editorial board and advisers as well as contrilsutmming from across
the countries of the global north and the globatiso

Moreover, the discipline of Cyber Criminology hagcbme more
mainstreamed into the Curriculum of many UniveesitiFor example,
Jaishankar (2018) noted that University of AlabaReagis University,
Saint Anslem College and Purdue University, USA&D# minor in Cyber
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Criminology, while Florida State University, USAfefs a major in Cyber
Criminology. In Nigeria’'s Federal University of g, students
undertaking Masters in Criminology and Securitydsta are required to
offer a 3 credit course in Cyber Criminology inithecond semester.

3.3 Karuppannan Jaishankar

The Founding Father of Cyber Criminology, Profes3aishankar, has
been involved in researching and publishing on oyfome and related
subjects. He is also the Founding President of t{Séian Society of
Criminology and Victimology, the Founding Editor-@hief of
International Journal of Cyber Criminology as wa#i the Founding
Editor of the International Journal of Criminal tloe Sciences. He
established the first cybercrime-specific theoryown as Space
Transition Theory in 2008.

3.4 Allied Disciplines

The emergence of the cyber space in thecitury has elicited concerns
from various academic disciplines. These disciglimelude: Computer
science, Criminology, Cyber security Information chieology,
Engineering, Law, among others. But, Jaishankdi&®, observed that
criminology unlike some allied disciplines did mespond fast enough to
emerging new space and the new form of criminalityeated.

SELF-ASSESSMENT EXERCISE
Trace the history of cyber criminology.

40 CONCLUSION

Cyber criminological thinking and theorising stakria the early days of
globalisation, internet revolution, mediatisatioaligitisation as well as
virtual communities. These forces altered the dodgnamics of

communication and created some degree of disomdhe society.

Therefore, some criminologists were enormously eomed about the
disorder, asked pertinent questions and souglatfewers. These formed
the nucleus for the establishment of the disciptipdaishankar in 2007.

50 SUMMARY

The unit traced the historical development of thecigline of cyber

criminology and discuss the contributions of itsriding father, Professor
Karuppannan Jaishankar. It underscored the rolsoofe early cyber
criminologists in the emergence of the disciplimal adentified some

allied disciplines.
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6.0 TUTOR-MARKED ASSIGNMENT

Account for the history of Cyber Criminology.
Discuss the contributions of Professor K. Jmiglar to the
discipline of Cyber Criminology.

N =

7.0 REFERENCESFURTHER READING

Jaiskankar, K. (2007). Cyber Criminology: EvolviagNovel Discipline
with a New Journallnternational Journal of Cyber Criminology,
1(1), 1-6.

Jaiskankar, K. (2010). Editorial — The Future ofb€y Criminology:
Challenges and Opportunitietnternational Journal of Cyber
Criminology, 4 (1 & 2), 26-31.

Jaiskankar, K. (2017). Cyber Criminology as an Asait Discipline:
History. Contribution, and Impadttternational Journal of Cyber
Criminology, 12 (1), 1-8.

Jaiskankar, K. (2018). Commemorating a Decade iist&xce of the
International Journal of Cyber Criminology: A ResgaAgenda
to Advance the Scholarship on Cybercrinmernational Journal
of Cyber Criminology, 11 (1), 1-9.

Ndubueze, P.N. (2017). Cyber Criminology: Contex@®ncerns and
Directions’. In P.N. Ndubueze (Ed.Cyber Criminology and
Technology-Assisted Crime Control: A Reader (1-28). Zaria:
Ahmadu Bello University Press.
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UNIT 3 CONCERNS AND CONTRIBUTIONS OF THE
DISCIPLINE OF CYBER CRIMINOLOGY

CONTENTS

1.0 Introduction
2.0 Objective
3.0 Main Content
3.1  Cyber Deviance
3.2  Cyber Crime
3.3  Cyber Terrorism
3.4  Contributions of the Discipline of Cyber Crimlogy
4.0 Conclusion
5.0 Summary
6.0 Tutor-Marked Assignment
7.0 References/Further Reading

1.0 INTRODUCTION

There are three traditional concerns of the diswplof cyber
criminology. They include: cyber deviance, cyberwi and cyber
terrorism. These three distinct but overlappingar@e explained in this
unit. The various contributions of the discipliniecgber criminology to
the search for social order in the cyberspace lacediscussed.

20 OBJECTIVE

By the end of this unit, you will be able to:

e explain the three fundamental concerns of cybenianlogy and the
various contribution of the discipline to the qudst a senile
cyberspace.

3.0 MAINCONTENT
3.1 Cyber Deviance

Conventionally, behaviours that are contrary todbde of conduct of a
society or social group are generally regarded egadt. In the

cyberspace, behaviours that are socially reprebkensi immoral but not
criminalized are known as cyber deviance. Thereaarm@de range of
behaviours that are exhibited online by internetsishat obviously cross
the lines of courtesy and sometimes decency. Exjgected that no
rational thinking member of society will contem@air indulge in such
behaviour, but such behaviour as abnormal as they seem are not
prohibited by the state and as such those whogedualthem do not face
formal criminal sanction. Examples of such behavimay include: use
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of vulgar language in social media communicatigmssting of very

personal information on the social media, forwagduh irrelevant posts
in social networking groups, use of pseudo namesadcial media

accounts, loitering in the cyberspace etc. Theegfoyber criminologists
are concerned about interrogating the dynamichefemergence and
operations of deviant sub-culture in the digitad fiydubueze, 2017).

3.1 Cybercrime

Cybercrime fundamentally entails the use of compsiestems/allied

digital devices and networks for the commissionutfawed conducts. It
includes all online behaviours and activities the¢ prohibited by the
criminal law and for which appropriate criminal sdans are prescribed
for defaulters. Nhan and Bachmann (2015) arguedathaoad definition

of cybercrime will encompass three important congms:

0] Its perpetration through electronic networks;
(i)  The role of technology and
(i)  The relevant laws

The foregoing argument underscores that fact ffircrimes are usually
perpetrated through electronic networks; theyeechnologically-enabled
and are criminalised by extant legislations in aertjurisdictions. In

Nigeria, cybercrime is criminalised by the Cyberwi (Prohibition,

Prevention, etc) Act, 2015. The Act which is thesticomprehensive
legislation on cybercrime in Nigeria provides forcaordinated and
institutional framework for the prohibition, prewen, detection,

prosecution and punishment of cybercrime in Nigeria

Offences Covered in the Act Include:

o Offences against critical national information astructure;
Unlawful access to a computer;

Registration of cybercafés;

System interference;

Interpreting electronic massages, emails, elearomoney
transfers;

Tampering with critical infrastructure;

Willful misdirection of electronic messages;

Unlawful interruptions;

Computer related forgery;

Computer related fraud,

Theft of electronic devices;

Unauthorised modification of computer systems, oekvdata and
system interference;

° Electronic signature;

10
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Cyber terrorism;

Exceptions to financial institutions posting andhawised options;
Fraudulent issuance of e-instructions;

Reporting of cyber threats;

Identity theft and impersonation;

Child pornography and related offences;
Cyberstalking;

Cybersquatting;

Racist and xenophobic offences;

Attempt, conspiracy, aiding and abetting;

Importation and fabrication of e-tools;

Breach of confidence by service providers;
Manipulation of ATM/POS Terminals;

Employees responsibility

Phishing, spamming, spreading of computer virus;
Electronic cards related fraud;

Dealing in card of another;

Purchase or sale of card of another;

Use of fraudulent device or attached e-mails anosites.

The penalties for the above listed offences areaesgly stated in the
relevant sections of the Act.

3.3 Cyber Terrorism

Cyber terrorism refers to the use of the Intermetssociated information
technology to perpetrate terrorist activities. Gar(as cited in Sundaran
and Jaishankar, 2008, p.596) defined it as “theofisgber tools to shut
down critical national infrastructure (such as @geitransportation, or
government operations for the purpose of coercingnbmidating a
government or civilian population”.

Terrorist organisations across the world are irgirggy utilising the
Internet to raise fund, recruit, indoctrinate, traleploy and supervise
members. Besides, part from targeting and attackigcal national
infrastructure, terrorist organisations also use ititernet to coerce the
government and intimidate citizens.

Cyber criminologists are interested in studying hbe internet is used
by terrorist groups to pursue their goals.

11
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3.4  Contributionsof the Discipline of Cyber Criminology

The discipline of cyber criminology has contribut@dmensely to our
understanding of the spate of deviance, crime ambrism in the
cyberspace and societal reaction to them. Belovs@amee of the specific
contributions of the discipline of cyber criminolog

I Growth of Multi-Disciplinary Researches. Since the
establishment of the discipline of cyber crimingloomn 2007
several multidisciplinary researches on issuesrataleviance and
crime in the cyber space have been conducted.

. Emergence of Cyber Dedicated Journals and Textbooks: In an
effort to encourage the dissemination of the seholautput of
cyber criminologists and allied professionals salecyber
dedicated journals have been established and @ikdhmublished
since the establishment of cyber criminology. ExEspnclude
International Journal of Cyber criminology (IJCChish was
established in 2007 by the founding father of cytr@ninology,
Professor Karuppannan Jaishankar in 2007, CybeniQwlogy
and Technology Assisted Crime Control: A Readeteeidoy P.N.
Ndubueze (2017) and so on.

lii.  Hosting of Dedicated Academic Conferences. Several
cybercrime-related conferences have been orgarmismehd the
world. These conferences often bring together lmythercrime
scholars/researchers and practitioners to enabla thrainstorm
on emerging deviance and crime in the cyberspadehaw to
restore social order. The state and challengeshaiarship in this
emerging area is usually discussed. One of sucfexrces is a
United Nations Office on Drug and Crime (UNODC) (ied
International Conference on Linking Organised Crinin Cyber
Crime which held at Hallym University, South Korea June 7th
and 8th 2018.

iv.  Training of Cyber Specialized Manpower: Since the
establishment of the discipline of cyber crimingtag 2007 many
universities now run bachelor programmes in cybienioology.

SELF-ASSESSMENT EXERCISE
Explain the three fundamental concerns of cybenicalogy.

40 CONCLUSION

Early cyber criminologists are interested in thfeedamental areas of
inquiry. These areas include: cyber deviance, @rbee and cyber
terrorism. Although, deviance, crime and terrorisme not new

phenomena, they have become more sophisticatewvigiedpread with

the reemergence of internet and digital technokgie

12
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50 SUMMARY

The unit discussed the traditional concerns of diseipline of cyber
criminology: cyber deviance, cybercrime and cykardrism. It also
examined the various contributions of the relayiwadbung discipline of
cyber criminology.

6.0 TUTOR-MARKED ASSIGNMENT

What are the concerns and contributions of theipmlise of cyber
criminology?

70 REFERENCESFURTHER READING
Cybercrime (Prohibition, Prevention, etc.) Act, 301

Ndubueze, P.N. (2017). Cyber Criminology: Contexi®ncerns and
Directions’. In P.N. Ndubueze (Ed.LCyber Criminology and
Technology-Assisted Crime Control: A Reader (1-28). Zaria:
Ahmadu Bello University Press.

Sundaram, P.M.S. & Jaishankar, K. (2008). Cyberoresm: Problems,
Perspectives, and Prescription. In F. Schmallagevl.&Pittaro
(Eds.).Crimes of the Internet (pp. 593 — 611). Upper Saddle River,
NJ: Prentice Hall.

14
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UNIT 4 CHALLENGES OF THE DISCIPLINE OF CYBER
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7.0 References/Further Reading

1.0 INTRODUCTION

The discipline of Cyber Criminology is confrontedithw several

challenges since its establishment in 2007. Thés#lenges include
definitional, methodological and theoretical issuek of adequate
attention from mainstream criminology; multidis@iy@ry nature of the
discipline; dearth of dedicated researchers, rekearentres and
standardised data and so on (Ndubueze, 2016).drkeadiscussed below.

20 OBJECTIVE

By the end of this unit, you will be able to:
e discuss the various challenges that confront thatively young
discipline of cyber criminology.

30 MAINCONTENT
3.1 Déefinitional, Methodological and Theoretical | ssues

The discipline of cyber criminology is confrontedthwthe challenge of
framing a generally acceptable definition of itshcepts, arriving at
uniformed methods and widely embraced theoriesréltseno generally
accepted definition of cyber-crime and several ot@ncepts that are
often used in cyber criminological studies. Thip#stly because of the
interdisciplinary nature of cyber criminology. THector also accounts
for the lack of uniformed methods. For example, thethods of

Computer Science, a discipline that is housedaritrculty of Computing
in some Nigerian universities is obviously differeinom those of
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Criminology which is housed in the Faculty of Sdckciences in
Nigerian universities. More so, many criminologicthleories were
established before the emergence of cybercrime rasar@a of
criminological research. By implication, those thes do not sufficiently
capture the spate of crime and criminality in thbarspace. So far there
iIs only one theory: The Space Transition TheoryCgbercrime by
Jaishankar (2008) that is cybercrime-specific. Ttlwiously, constitutes
a challenge for cyber criminological scholarship.

3.2 Lack of Adequate Attention from Mainstream Criminology

Cyber Criminology is undoubtedly one of the latestb-fields of
criminology. Unfortunately, most criminology texilks do not
appreciate the place of this new field in twentgtficentury criminology
as they do not have dedicated chapters on cybemaiogy. The few that
discuss cybercrimes barely make explicit referdncie evolving sub-
discipline of cyber criminology. An Indian Crimilogist, Professor
Karuppannan Jaishankar, was one of the early sshwlzo made serious
efforts to promote the new field. He launched aeropccess journal
dedicated to cyber criminology known as: “Interaatl Journal of Cyber
Criminology” in 2007 and published a book entitledCyber
Criminology: Exploring Internet Crimes and CriminBehaviour” in
2011. These publications brought to fore the ingirgpstate of crime and
disorder in the cyberspace and the need for socdgr which is the
traditional concern of the new discipline of cylseminology.

3.3  Multi-disciplinary Nature of the Discipline

Cyber criminology is multi-disciplinary in natur€his is because it draws
the interests and inputs of researchers from Caology, Victimology,
Sociology, Internet science and Computer scienassh{@dnkar, 2007).
This makes the issue of common definition of cotEgpoblematic.
Internet science and computer science in theirystidybercrime often
use technical terms that are not common in theakostiences.
Unfortunately, where concepts are common, thegefiaed from strictly
discipline-colored glasses that leave little ro@ndppreciation by allied
disciplines. Sometimes publications on cybercrirmaeating from non-
social science disciplines are rather loaded wvatiggns that may not
make much sense to the average social scientist.

3.4 Dearth of Dedicated Researchers, Research Centers and
Reliable/Standardised Data

The past one decade or so has withessed an unpreeddyrowth in the
internet usage population across the world, Nigeréusive. More so,
there has been a corresponding spike in the groidigital technologies.
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Through the Internet-of-Things (IoT) technology, npadevices are
remotely connected to the internet. These develofsneave profound
implications for social order in the cyberspaceowdver, there is dearth
of dedicated cyber criminologists in developing minies of Africa

including Nigeria. Similarly, there is dearth ofb®rcrime dedicated
research centres in Africa. Most of these centmes faund in the

developed countries and this explains why mosthef path-breaking
cybercrime studies emanate from there. In additlwere is also dearth of
reliable and standardised data. This is partly beeaof the gaps in
reporting and measuring practices of cybercrime.

SELF-ASSESSMENT EXERCISE
Discuss the various challenges that confront thiatively young
discipline of cyber criminology.

40 CONCLUSION

The advancement of the frontiers of the discipph€yber Criminology
has been fraught with some challenges. Howevet wie growing
interest in cyber criminological studies it is egfe# that these challenges
will be addressed. More so, there are high prospeicat Cyber
Criminology will become more mainstreamed withire tiscipline of
Criminology.

50 SUMMARY

The unit discussed some of the critical challengesfronting the
discipline of cyber criminology. These challengesvalve around
definitional, methodological and theoretical issueseglect from
mainstream criminology; multidisciplinary posturend dearth of
dedicated researchers, research centres, reli@ndssdised data.

6.0 TUTOR-MARKED ASSIGNMENT

What are the challenges confronting the disciptih@yber Criminology?

7.0 REFERENCESFURTHER READING

Jaishankar, K. (2008). Space Transition Theory gbetcrime. In
Schmallagar, F. and Pittaro, M. (Ed<imes of the Internet,
Upper Saddle River, NJ: Prentice Hall. 283-301.

Jaishankar, K. (2011). Introduction: Expanding GyBaminology with
an Avant-garde Anthology. In: K. Jaishnakar (EdQyber

Criminology: Exploring Internet Crimes and Criminal Behaviour,
Boca Raton: CRC Press. xxvii- XXxv.
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Unit 2 Typologies of Cybercrime

Unit 3 Measuring Cybercrime

Unit 4 Cyberspace as Fifth Domain of Warfare

UNIT 1 EVOLUTION OF CYBERCRIME
CONTENTS

1.0 Introduction

2.0 Objectives

3.0 Main Content
3.1  First Generation of Cybercrime
3.2  Second Generation of Cybercrime
3.3  Third Generation of Cybercrime

4.0 Conclusion

5.0 Summary
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1.0 INTRODUCTION

Before the advent of the internet and digital tedbgies, law
enforcement agencies were preoccupied with law artker in the
physical space. The internet revolution has chamigat landscape. This
unit traces the historical evolution of cybercrimad explains how
cybercrime emerged over a period of three generstio

2.0 OBJECTIVES

By the end of this unit, you will be able to:

e trace the historical development of cybercrime.

e discuss Marcum (2014) account of how cybercrime rgete over
three generations.

3.0 MAIN CONTENT
3.1  First Generation of Cybercrime
Marcum (2014) traced the evolution of cybercrimeat@ontinuum of

development that involved three generations. Th&t fjeneration is
characterised by the illegal exploitation of maamite computers and their
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operating system. These criminal behaviors arellysparpetrated for
financial gain or to acquire or destroy restrictaformation.
Cybercriminals can research on how to commit crisuesh as building a
pipe bomb. These types of cybercrimes laid thedation for a new level
of criminality.

3.2  Second Generation of Cybercrime

The second generation of cybercrime is those anhetworks. Hacking
and cracking are common forms of cybercrime in gaseration. They
were used by early phone “phrekers” who “crackedéphone systems
to make free calls. During this era land lines ween@mon but cell phones
were not, People had to pay for long distance ,ctilss crackers found
illegal ways to make free phone calls. Crackersitaadly developed into
hackers. Hackers used their knowledge of telepham& computer
systems to access private information by netwodadputers. Second
generation cybercrimes are known as “hybrid” crimBsis is because
they fall between traditional and true cybercrimésey are traditional
crimes already in existence but expanded and adidmteugh the use of
the internet. For example, crackers steal money tedecommunications
companies by discovering how to make free callseifTlesriminality
prepares the ground for hackers to commit the sgpeeof crime on the
internet in a better, faster, less detectably way.

3.3  Third Generation of Cybercrime

The Third generation of cybercrime came into beasga result of the
broadband ability of the internet and is identifieg the nature of the
distribution. The third generation of cybercrimeukd not exist if the
Internet was not developed as they only occurercifberspace. They are
therefore considered the true cybercrime. Exampldade spam mails,
viruses, malwares etc.

4.0 CONCLUSION

In its early days, cybercrime basically focusedtamillegal exploitation
of mainframe computers and their operating systams it was not
financially motivated. Today, cybercrime has evdlvimto a highly
complex criminal activity involving organised crimmeetworks for the
most part.

50 SUMMARY
The unit discussed the emergence of cybercrime ft®first generation

to the third. From a relatively not too complex mialus act to a
sophisticated organised criminal behaviour.
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6.0 TUTOR-MARKED ASSIGNMENT

Discuss Marcum’s (2014) evolution of cybercrime assr three
generations.

7.0 REFERENCES/FURTHER READING

Marcum, C. D. (2014)Cyber Crime. New York: Wolters Kluwer.
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UNIT 2 TYPOLOGIES OF CYBERCRIME
CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Content
3.1 Wall (2001) Typology of Cybercrime
3.2 Furnell (2002) Typology of Cybercrime
3.3 Gordon and Ford (2006) Typology of Cybercrime
4.0 Conclusion
5.0 Summary
6.0 Tutor-Marked Assignment
7.0 References/Further Reading

1.0 INTRODUCTION

Scholars have offered different typologies of cygbiene. These
typologies are based on certain considerations asiche role played by
technology and based on the equivalent of the &rimethe existing
criminal law. It is important to note that the typgies are not exhaustive
and may not be mutually exclusive in all cases. @y, they provide a
framework for understanding of the taxonomy of egbiene.

2.0 OBJECTIVE

By the end of this unit, you will be able to:

e state the components and classifications of cylmeecr

e discuss various types of cybercrime and how theyfiarinto those
categories.

3.0 MAIN CONTENT
3.1 Wall (2001) Typology of Cybercrime

There are several classifications of cybercrimetha extant cyber
criminological literature. However, Wall's classiition is perhaps the
most frequently cited in the literature. Wall (20Oitlentified four
categories of cybercrime namely: cyber trespadsgrcgeceptions/thetft,
cyber pornography and cyber violence.

I Cyber Trespass This refers to the act of trespassing into the
property of others online with the intention to sauwlamage there.
Examples include: hacking, virus attack and defaogm

. Cyber Deceptions/Theft: This is the act of stealing money or
property online such as credit card fraud, phist@ngails or the
violation of intellectual property.
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1 Cyber Pornography: This includes all activities that violate laws
against online obscenity and indecency. Exampleoplaite
pornography.

V. Cyber Violence This is the act of causing psychological harm to
or instigating physical harm against others onéind in so doing
violating human rights laws. Examples include: woalihate
speech, cyber stalking, etc.

It is important to note that whereas Wall’'s typologf cybercrime is
neither exhaustive nor mutually exclusive, for epéaran offender can
trespass into the victim’s computer with the int@mtof stealing the
manuscript of his/her unpublished dissertation. FEwsv, the
classification provides us with a baseline for thelerstanding of the
different variants of crimes on the internet.

3.2  Furnell (2002) Typology of Cybercrime

Cybercrime has been classified based on the rofmttogy plan in their
commission. Cybercrime is fundamentally a high-textbgy crime. This
Is because of the central role of technology ircasimission.

Furnell (2002) classified cybercrime into the feliag two broad

categories:

I Computer-Assisted Crimes This refers to the offences in which
the computer plays a supporting role in their cossmin. These
offences either existed before the emergence of paten
technology or can be committed without the use whputers.
Examples include fraud, theft, stalking, etc.

. Computer-Focused Crimes:This refers to offences that emerge
as a direct result of the invention of computerseSe offences
have no direct parallel in other sectors. Examplelside hacking,
virus attack, web defacing, etc.

The above classification shows clearly that somgenyrimes that are
prevalent today in Nigeria such as advance fealfeatisted way before
computers were invented. The reason why they are prevalent in the
digital age is perhaps because, unlike in the mashinal can operate
anonymously and can target millions of potentiatims at the same time
with less risk and efforts.
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3.3 Gordon and Ford (2006) Typology of Cybercrime

Gordon and Ford (2006) classified cybercrime ihte¢, namely:

I Cybercrime that involve computer and hardware devies this
type of cybercrime is more technical in nature. magke is
hacking.

. Cybercrime that is more human than technology basedThis
type of cybercrime has more pronounced human elefagample
is online gambling.

il The “crimeware”: This refers to the malicious software that is
used for the commission of crime.

The above classification like the preceding onesret exhaustive, but
as mentioned early they are meant to provide us avitair idea on how
the various kinds of cybercrime can be categorised.

40 CONCLUSION

There is no universally accepted taxonomy of cytee. Cybercrime
scholars have attempted to classify cybercrimedasdalifferent indices.
Among the three typologies discussed in this W)l (2001) typology
remains the most widely cited in the extant literatof cybercrime.

50 SUMMARY

The unit discussed three typologies of cybercriiiteey include: Wall
(2001), Furnell (2002) and Gordon and Ford (200dé¥sifications of
cybercrime.

6.0 TUTOR-MARKED ASSIGNMENT

Enumerate and explain with vivid examples, Wall'20@l) four
categories of cybercrime.

7.0 REFERENCES/FURTHER READING

Furnell, S. (2002)Cybercrime: Vandalising the Information Society.
London: United Kingdom.

Gordon, S. & Ford, R. (2006). On the Definition a@thssification of
Cybercrime Journal of Computer Virology, 2, 13-20.

Marcum, C.D. (2014)Cyber Crime. New York: Wolters Kluwer.
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1.0 INTRODUCTION

Crime measurement is a controversial issue andetiaee different
perspectives on how best to measure crime. Unddlybterime
measurement is fraught with several challenges.eSainthe challenges
may arise from people reporting practices and hame is recorded.
There are many crimes that happen behind the scehgeeither reported
to the people or recorded. Arguably, such casesnatl reflect in the
official crime statistics, therefore the victim gay and self-report
offender survey serve to account for the crimes @na not reflected in
the official crime statistics. Crime can be meadursing the following
three indicators: Prevalence (number or propomibwictims within the
population). b.) Concentration (number of crimes peetim) and c)
Incidence (the number of crime that has occurreigiven area).

2.0 OBJECTIVE
By the end of this unit, you will be able to:

e describe the official crime statistics, victim seys, self-report
surveys and the challenges associated with megstybercrime.

3.0 MAIN CONTENT
3.1  Official Crime Statistics
Official crimes statistics are information aboug thature and extent of

crime that are collected from the administrativagency records or data
(Skogan, as cited in Jennigs and Reingle, 2014¢. Whiform Crime
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Report (UCR) is a popular example of an officiause of crime
statistics.

In Nigeria, the sources of official crime statistigrimarily include: the
police, courts and correctional service, etc. Hoavett is important to
note that national crime statistics are derivedhftavo major sources:

o Administrative data: These include data from the police, courts
and correctional service.
o Surveys These include crime victimization surveys andf-sel

report surveys.
3.2 Victim Survey

Victim surveys became necessary given that officiahe statistics do
not reflect the crimes that are not reported thicpoThese crimes are
referred to as the “dark figure of crime”. Victiraion surveys are
alternatives to measure crime in the community gisjuestionnaires or
interviews that ask members of the public aboutdimes which have
been committed against them over a people of tintevehether or not

they have been reported to the police. In Nigasieekample, the Centre
for Law Enforcement Education of Nigeria (CLEEN)sheonducted

several national crime victimisation survey.

3.3 Self-Report Survey

Self-report survey is a measure of crime that malsesof anonymous
guestionnaires or interviews to ask respondentstaheir own criminal
activity. Respondents are given confidential questaires that request
them to record voluntarily whether or not they hasenmitted any of the
listed offenses. According to Igbo (2007:78) “Tle#f-seport survey is an
attempt to get at the “dark-figures of crime wharke not reflected in the
official crime statistics. It is targeted at offemd whose offences were
not known to the police and who were thereforearoésted at the time
of the crime”.

3.4  Challenges with Measuring Cybercrime

Crime measurement is generally problematic. Thigursdamentally
because official measures of crime do not refleetfull picture of crime
in society. This is basically because of the ‘degures of crime’ — crimes
that are not reflected in the official statistidgame.

The problem of measuring crime is exacerbated wijthercrime for
several reasons. First, cybercrime is a relatimely kind of crime. Law
enforcement agencies have been used to tradigaiiaing which takes
place in the physical space. Hence, grappling anthbstract space might
just be a nightmare for the non-internet savvy éamfiorcement officer.
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Second, many internet users are not skilled. Tduk bf internet skills
exposes them to victimisation online. Again, beeahgy are not familiar
with the workings of the internet they may be viaged without their
knowledge. For example, cyber criminals may ingpjiware when they
download free soft wares on their system withoaetrttknowing. Hence
because they are oblivious of such victimisatiomiik not be reported to
law enforcement and will not be captured in thécadf crime statistics.

Third, the data of large corporations and busiressgy be breached by
cybercriminals. Cybercriminals may send ransomwdce such
organisations. Sometimes, the affected organisatinay choose to
quietly pay the ransom rather than report to reievaw enforcement
agencies so as to avoid the negative publicitydbatg so may cause. In
the aforementioned scenario it is unlikely thathsaccase would be
captured within crime statistics. There is alsaoarantee that it will be
captured in the self-report and victimisation syeséhat are carried out
to account for the gaps in the official crime stitis.

4.0 CONCLUSION

There is a consensus among scholars on the factdlsangle measure of
crime can reflect the full extent of crime. Crirnannot be measured
through a single statistical instrument. Survegsastis and administrative
records all play an important and complimentarg fol a comprehensive
understanding of the extent of crime.

5.0 SUMMARY

The unit examined the various measurement metnedable for the
counting of crime. It specifically discussed oféibcrime statistics, victim
survey and offender self-report survey. The sourgeghese crime
measurement metrics were also discussed.

6.0 TUTOR-MARKED ASSIGNMENT

What are the challenges that are associated widsuneg cybercrime?

7.0 REFERENCES/FURTHER READING

Igbo, E.U.M. (2007)Introduction to Criminology. Nsukka: University of
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1.0 INTRODUCTION

The cyberspace has emerged as a battle-domaint@rsporary warfare.
Before the emergence of the cyberspace nationak wad been
traditionally fought on three traditional domairesmely: land, sea, air and
space. Today, the landscape of warfare has expatodatwtlude the
cyberspace. This obviously has some implicationgybersecurity.

2.0 OBJECTIVE

By the end of this unit, you will be able to:

e explain the nature of cyberspace as the fifth doro&iwarfare
3.0 MAIN CONTENT

3.1 The Cyber War Debate

The term of ‘cyber war’ has been contested by sauatkors. The debate
has centres on whether war occurs in the cyberspanet. Stone (2012)
have expressed the view that the question of whethaot cyber war
exists is really difficult to determine. This, acdimg to him, is because
of strategic theory’s uncertain explanation of th@ncept of force,
violence and lethality. He argued that the thremcepts as well as their
relationships with one another prove that cybeaeid can be construed
as acts of war. Furthermore, Junio (2013) obsetliatl several well
established explanations for war suggest that cweapons are more
capable of being used offensively than other kinafs military
technologies. Clarke and Knake (2010, pp. 30-3Xh&wr famous book
entitled “Cyber War” madéve conclusions on cyber war
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I Cyber war is real.

. Cyber war happens at the speed of light.
iii.  Cyber war is global.

Iv. Cyber war skips the battlefield and,

V. Cyber war has begun.

3.2 Cyberspace as the Fifth Domain of Warfare

There are basically five domains of warfare. Thegjude:land, sea, air,
space and cyberspace.

The cyberspace is increasingly recognised as fitmedibmain of warfare
around the world. It is believed that an emergiaglé is raging among
the super powers of the world and that this batilebe fought in the
cyberspace. Clarke and Knake (2010) observed thétamp and
intelligence organisations are preparing the cydastlefield with logic
bombs and trapdoors and launching virtual explosiveher countries in
peacetime.

3.3 Cyber War in the 20" and 2P Centuries

There have been several incidences that occurréleiriwentieth and
twenty-first centuries that were described as cywar. Carr (2012)
mentioned some of such incidences. They are sursethas follows:

o In May, 1998 an estimated 3,000 hackers self-osgahinto a
group known as the China Hacker Emergency Meetiagti€,
attacked Indonesian government websites in protest.

o On May, 7, 1999 a North Atlantic Throaty Organisat(NATO)
jet bombed the Chinese embassy in Belgrade, Yugaskaerror.
In less than 12 hours after the accident, the Gleiriked Hacker
Alliance was formed and they launched series @ici# several
hundred United States government websites.

o In late December 2008. Israel launched Operatiost Caad
against Palestine. The led to cyber war betweaelisand Arabic
hackers.

o During the Second Russian-Chechen War (1997-20@1yhich
the Russian Military invaded the secessionist re@bChechnya
to reinstall a Moscow-friendly regime, both sidegd cyberspace
to engage in Information Operations to control anfluence
public perception.

) The Russian-Georgia War of 2008 is the first exangsl cyber-
based attack that coincided directly with land, ae@ air invasion
by a state against another. Russia invaded Gedrg@use
Georgia attacked separatists in South Ossetia. Wed-
coordinated cyber campaign used vetted targebfisbeorgian
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government websites and other strategically vakiabites
including the United States and British embassies.

o On July 4, 2009, a few dozens of United States ie=hsncluding
US government sites experienced a mild DDoS atiad&w days
later, South Korean government and civilian welssiere also
targeted. Carr noted that even though the DemocPaople’s
Republic of Korea was the main suspect, there was/idence to
support that suspicion.

The above incidences which are some of thHé @t 23 incidences of
cyber war Carr (2012) cited in his book “Inside €yhar” underscore
the fact that cyber war in real and collaboratesarguments of Clarke
and Knake (2010) which was mentioned earlier.

40 CONCLUSION

Although some authors have disputed the existehaecgber-war, there
is evidence from literature to support the clainowthit existence. The
understanding and appreciation of the dynamicybécwar by states is
critical in effort to build strong cyber defensesr fcritical national
infrastructure.

5.0 SUMMARY

The unit examined the debates around the existehayber war. It
discussed the state of cyberspace as a fifth doofavarfare and outlined
some 28 and 2% centuries cyber war incidents to buttress thetence
of cyber war and its threat.

6.0 TUTOR-MARKED ASSIGNMENT

Explain the nature of cyberspace as the fifth dono&iwarfare.
7.0 REFERENCES/FURTHER READING
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1.0 INTRODUCTION

There are several theories that have been uskd explanation of crime
in the cyberspace. Most of such theories are toadit criminological
theories with Sociological background. Criminoldwgs been slow in the
development of cybercrime specific theories. Théy affort in that
direction so far is perhaps that of Professor Kishinkar who
propounded the Space Transition Theory of Cyberim008.

20 OBJECTIVES

By the end of this unit, you will be able to:

e state the major assumptions of the theory

e discuss how it has been applied by scholars iexp&nation of crime
in the cyberspace.

3.0 MAINCONTENT
3.1 Social Learning Theory
The basic assumption of the social learning theotlyat social behaviour

Is not determined by inner personality drives ocislogical and
environmental factors. Instead, it is a cognitivegess that engages
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personality and environment in a continuous prooéssutual interaction
(Beirne & Messerschmidt, 2015). The emphasis o theory is that
people learn behaviour by observing and imitatitigeis.

Akers social learning theory is a reformulation asgtension of
Sutherland’s differential association theory. Diffietial association
theory posits that criminal behaviour is learnedirdy interaction with
others but it does not specify the mechanisms hgwsuch behaviour is
learned. However, Akers and his associates useghissfrom several
theories of learning in behavioural theory and ablgarning theory in
psychology to specifically describe how crime @rteed (Cullen, Agnew
and Wilcox, 2014).

Burgess and Akers (1966) social behaviour, inclgdinminal behaviour
is influenced by a complex network of rewards aodighments. There
Is the likelihood that a given behaviour will conte or increase if it is
followed more by reward than punishment. In the saw®in, there is the
likelihood of the same behaviour to decrease oriends followed by
more punishment than rewards. Beirne & Messersah(B@iL5, p.146)
summarised Burgess and Akers assumption that alnfiehaviour is
learned in the following seven stages:

1. Criminal behaviour is learned through direct coioding or
through imitation.
2. Criminal behaviour is learned both in non-sociainf@cing

situations (for example, the physical effects otigdruse) or
nonsocial discriminative situations and throughiaoateraction
in which the behaviour of others is either for gaiast criminal
behaviour.

3. The principal components of learning criminal babaxoccurs in
groups that compose the individual's major sourcé
reinforcements: peer friendship groups, the fansihools, and
churches.

4, Learning criminal behaviour — including specifiechniques,
attitudes, and avoidance procedures-depends owtieffeand
available reinforcers and the existing reinforcenoemtingencies.

5. The specific types and the frequency of learnecgbielir depend
on the reinforcement that are effective and avkaland on the
norms by which these reinforcers are applied.

6. Criminal behaviour is a function of norms that drgcriminative
for criminal behaviour, the learning of which ocewhen such
behaviour is more highly reinforced than noncrirhioehaviour.

7. The strength of criminal behaviour is a direct fime of the
amount, frequency and probability of its reinforesn
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3.2 Applicability and Criticism of Social L earning Theory

Social learning theory has been used by scholaggptain cybercrime.
For example, Skinner and Fream (1997) used thaldearning theory to
explain the etiology of computer crime. Also, Higgiand Makin (2004)
used SLT to explain software piracy.

However, social learning theory has been criticisadhe grounds that
there has not been sufficient research to proviest@al learning is the
principal process mediating the relationship ofi@ostructure and crime
as expected by the theory (Cullen, Agnew and Wil@®i4).

40 CONCLUSION

The nature versus nurture debates is an age langHmwever, the social
learning theorists believe that nurture exerts marfuence on

individuals as long as criminal behaviour is coneer In other word,
they argue that criminal behaviour is not inheribexd learned.

50 SUMMARY

The unit discussed the major assumptions of thelsiearning theories.
It focused on the variant of Burgess and Akers $)98 also noted that
the theory has been used to explain different aspécybercrime. The
applicability and weaknesses of the theory were discussed.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the major assumptions of the social legrthirory. What is the
major criticism of the theory?

7.0 REFERENCESFURTHER READING

Beirne, P. & Messerschmidt, J. W. (2016)iminology: A Sociological
Approach (6" ed.). New York: Oxford University Press.

Burgess, R. L & Akers, R. L. (1966). A DifferertiAssociation-
Reinforcement Theory of Criminal Behavioocial Problems
14(2): 128-147.

Higgins, G. E., & Makin, D. A. (2004). Does Soclatarning Theory

Condition the Effects of Low Self-control on Coleegtudents'
Software Piracy3dournal of Crime Management, 2, (2): 1-22.

32



CSS852 MODULE 3

Skinner, W. F. & Fream, A. M. (1997). A Social Lesrg Theory
Analysis of Computer Crime among College Studejustnal of
Research in Crime and Delinquency, 34, 495-518.

33



CSS852 CYBER CRIMINOLOGY AND VULNERABILTIES

UNIT 2 ROUTINE ACTIVITY THEORY (RAT)
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1.0 INTRODUCTION

Routine activity theory is a variant of environmardriminology. Unlike
traditional theories of crime that lay emphasis the offenders,
environmental criminology is concerned with thenwi The major
premise of environmental criminology is that crimd not occur unless
the offender find the opportunity to commit it.

20 OBJECTIVE

By the end of this unit, you will be able to:
e explain cybercrime as well as the shortcomingseftheory.

3.0 MAINCONTENT
3.1 Routine Activity Theory (RAT)

Routine Activity Theory (RAT) is a major theory @&nvironmental
criminology. It was developed by Cohen and Felsoh979. The theory
argues that three elements must come togethegivea space and time
for crime to occur. They are:

1. A suitable target.

2. The absence of a capable guardian that could enerv

3. The presence of a motivated offender.

A suitable target can be a person, an object ta@epA capable guardian
may include: security guards, police patrol, CCTameras, vigilant
colleagues, neighbors etc. There is the likelihofoztime occurring when
a suitable target is not protected by a capablediam A potential
offender is a person with the intent to commit @irAccording to RAT,
crime will only occur if a potential offender thislkhat a target is suitable
and a capable guardian absent (Clarke & Felsor)199
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3.2  Applicability and Criticism of Routine Activity Theory

Reyns and Henson (2016) investigated the relatipristtween victims’
online routines and their identity theft victimigat in Canada. They
found that some routine activities increase thenchsa of victims
experiencing identity theft. Kigerl (2012) attengbte use routine activity
theory to explain cybercrime at the national lev#. was interested in
determining the characteristics that predict wheth@ation is high in
either spamming activity or phishing activity. Ugim sample of 132
countries, the study revealed that wealthier natisith more internet
users per capita had higher cybercrime activity.

The theory however, has been criticised for nosmering the factor that
influences the offender’s decision to commit cri@aller, Muller &
Laufer, 1998).

40 CONCLUSION

Routine activity theory underscores the essentleeofonvergence at the
same time and place of three elements: suitalgettanotivated offender

and absence of a capable guardian for crime toroddwere predatory

crime can be controlled if for example, we makge#s unsuitable or if

we increase guardianship for high-risk targets.

50 SUMMARY

The unit discussed the three elements that mudtahéee same time and
place before predatory crime can occur as proplgdake routine activity
theorists. It also examined the applicability arehknesses of the theory.
6.0 TUTOR-MARKED ASSIGNMENT

Using the Routine Activity Theory of Cohen and Belg1979) explain

the risky online behaviours that may make an irteuser in Nigeria a
suitable target of cybercrime victimisation
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UNIT 3 GENERAL STRAIN THEORY (GST)
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1.0 INTRODUCTION

Life is full of challenges. These challenges magnean different forms
and at different levels of a person’s life. Copimgthe midst of the
vicissitudes of life may not be easy for some peoplherefore, such
people may resort to crime when stressed up. Ttegding argument
forms the basis for the assumptions of the gerséraih theory.

20 OBJECTIVES

By the end of this unit, you will be able to:

e identify the proponent of this theory and his maayuments

e state how the theory has been applied in the eaptamof cybercrime
as well as the weaknesses of the theory.

3.0 MAINCONTENT
3.1 General Strain Theory (GST)

Robert Agnew (1992, 2001) presents a new and mabmmate version
of the strain theory in his General Strain Thed®5(). General strain
theory argues that people engage in crime bechagekperience strains
or stressors. For example, they are in dire neetboiey. This could upset
them and lead to different kinds of negative emmtitike: frustration,
anger, and depression. To reduce or escape fronstrens and negative
emotions they may resort to crime. Not every pergitinespond to strain
with crime. Criminal coping is probable when thetsoof crime are low
and when people are disposed to crime (see, Cllgmew and Wilcox,
2014).

Agnew identifiedthr ee strains that may lead to deviance:
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1. Failure of an individual to achieve his/her immeeiar future
goals.

2. Loss of a source of stability such as bereavemkatloved one,
or break of a relationship.

3. Confrontation with a negative stimulus e.g. crimetimnisation,

visa denial etc.

Furthermore, in buttressing Agnew’s argument, CGulldgnew and
Wilicox (2014, p.207) enumerated the specific sgdéirat are most likely
to cause crime as follows:

o Parental rejection,

o Supervision/disincline that is erratic, excessarmg or harsh,

) Child abuse and neglect,

o Negative secondary school experiences (e.g., ladeay, negative

relations with teachers, the experience of schedd@ing and a
waste of time),

o Abusive peer relations (e.g., insults, threats spiat assaults),

o Work in the secondary labour market (i.e., ‘badsjdbat pay little,
have few benefits, little opportunity for advancermeand
unpleasant working conditions).

o Chronic unemployment,
o Marital problems,
o The failure to achieve selected goals, includimgi$hexcitements,

high levels of autonomy, masculine status, andlésere for much
money in a short period of time,

Criminal victimisation,

Residence in economically deprived communities,
Homelessness,

Discrimination based on characteristics such ea/eghnicity and
gender.

3.2 Applicability and Criticism of General Strain Theory

General strain theory has been applied in the eggilan of online crime

and criminality. Hay, Meldrum and Mann (2010) u§28T and a sample
of 400 adolescents in a Southeastern state of titedJStates to examine
the effects of cyberbullying (or cyber harassmemt)externalising and

internalising forms of deviance and to assess venetie relationships
differs across genders. The study found that bwhsures of traditional
and cyber bullying were significantly related tdidguency. Again, the

study found that the effects of bullying on self+haand suicidal tendency
were about 70 percent greater in males.

It should be noted that Cullen, Agnew and WIlicoRX2) observed that
although data support the predictions of the thethwy effects of some of
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these strains such as abusive peer relations acdndination has not
been well interrogated. Reid (2015) also noted wizereas, Agnew’s
version of strain theory has highlighted the impaicstrain on future
behavior, it did not quite explain all reactionsstaain.

40 CONCLUSION

When individuals fail to achieve their desired goar when they
experience some relative deprivation or fall vicona crime, they will
experience some level of stress. Arguably, whetiney cope or not and
how they are able to cope will largely depend @ngihpport systems they
have such as family and friends. There is theihkeld that individuals
with weak support systems may resort to crime amdicality. Crime
may just be their way of ventilating their angeddrustration with the
system that they perceive has failed them.

50 SUMMARY

The unit discussed the major argument of the géstean theory that is

centered on the premise that some individuals wiperence strain may
be inclined to commit crime. It explained how thedry has been applied
in the explanation of cybercrime and the weaknésiseotheory.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the major arguments of the general sthaory, How relevant is
the theory in the explanation of cybercrime?
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1.0 INTRODUCTION

The internet revolution is sweeping across the @la@nd altering
traditional work and leisure culture of people. @gdpeople are
increasingly adapting to the digital culture wheigital tools and devices
are now integral part of their daily activities. Aesxciting as this
development is; it has some deep-seated implicatiwm criminal

victimization. The space transition theory addredsew the movement
from the physical space to the cyberspace andwacga impacts crime
and criminality in the ZLcentury.

20 OBJECTIVE

By the end of this unit, you will be able to:
e discuss the relevance of this theory in the exgianaf crime in the
cyberspace.

3.0 MAINCONTENT
3.1 SpaceTranstion Theory of Cybercrime

The Space Transition Theory was developed by Jaksina(2008) to

explain the causation of crime in the cyber spagace transition
involves the movement of persons from one spaemtdher (e.g., from
physical space to cyberspace and vice versa). rAcapto the theory

people behave differently when they move from quees to another. The
propositions of the theory are as follows:

1. Persons with repressed criminal behavior (in thgsigal space)
are inclined to commit crime in cyberspace, whathgerwise they
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would not commit in physical space, due to theatis and

position.

2. Identity flexibility, dissociative anonymity anddk of deterrence
factor in the cyberspace provide the offendershwéce to commit
cybercrime.

3. Criminal behavior of offenders in cyberspace issljkto be

imported to physical space and criminal behaviothm physical
space may be exported to cyberspace as well.

4. Intermittent ventures of offenders into the cybersp and the
dynamic spatio-temporal nature of cyberspace peotheé chance
to escape.

5. (@) Strangers are likely to unite together in cgpace to

commit crime in the physical space.
(b)  Associates of physical space are likely tdeuto commit
crime in cyberspace.
6. Persons from closed society are more likely to canenimes in
cyberspace than persons from open society.
7. The conflict of norms and values of physical spaith the norms
and values of cyberspace may lead to cybercrimash@nkar,
2008).

3.2 Applicability and Criticism of the Space Transition Theory of
Cybercrime

Despite its novelty, many scholars have applied gpace transition
theory of cybercrime in the explanation of crimed ateviance in the
cyberspace. For example, Tade (2013) used STTplaiexthe spiritual
dimension of cybercrime otherwise known as ‘YahasPhenomenon'.
Also, Ndubueze (2016) used STT to explain the sphtkeviance, crime
and terrorism in the cyberspace.

The Space Transition Theory is the first attemptse a cybercrime-
specific theory in the explanation of crime and idege in the cyber
space. However, Danquah and Longe (2011) in thedysconducted in
Ghana found that the Space Transition Theory isapgiicable to all
categories of crime.

40 CONCLUSION

The space transition theory is the first and pestthp only effort so far
to develop a cybercrime-specific theory. The thediscussed Units 1
to 3: the social learning theory, the routine attitheory and the general
theory of crime are not specific to cybercrime, revieough they have
been used in explaining cybercrime. Those threeribe have also been
used in explaining various kind of physical spagme.
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50 SUMMARY

The unit discussed the seven assumptions of thee dpansition theory
of cybercrime as well as the theory’s relevancehia explanation of
cybercrime which it was designed to explain. Thgotsm of the theory
was also discussed.

6.0 TUTOR-MARKED ASSIGNMENT

Using the Space Transition Theory of Jaishankaf&20provide the
explanation for the upsurge in Online Advance Feeau# in
contemporary Nigeria
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MODULE 4 CYBERSPACE THREATS AND
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Control Systems

Unit 3 Threats by Organised Criminal and Terrodsganisations

Unit 4 Digital Pitfalls in Developing Countries

UNIT 1 DEFINTIONS AND SCOPE OF CYBERSPACE,
THREATS AND VULNERABILITIES
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1.0 INTRODUCTION

The growing reliance on the internet/digital tediogees and the

numerous opportunities that they provide has expos#vidual internet

users, private organisations and governmental agetapotential cyber-
attack. Arguably, everyone who is directly or reetptconnected to the
internet and its associated technologies is vublerarhis is because
cyber deviants, criminals and terrorists are grgwmtheir mastery of the
internet infrastructure and the dynamics of digikahnologies.

2.0 OBJECTIVES

By the end of this unit, you will be able to:

e describe the scope of cyberspace threat and viliiges

e discuss the extent of the threats to critical mationfrastructures and
industrial systems as well as the threats of osgahicriminal and
terrorist organisations

¢ identify the digital pitfalls in developing courgs.
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3.0 MAIN CONTENT
3.1 Cyberspace

The term “cyberspace” was coined by Gibson (198 yowho described
it as:

A consensual hallucination experienced daily byidrk of legitimate

operators, in every nation... A graphic representatibdata abstracted
from the banks of every computer in the human systgnthinkable

complexity. Lines of light ranged in the non-spat¢he mind, clusters
and constellation of data like city lights receding

Lessig (1999) opined that the cyberspace is nobjus type of space but
rather comprises of many places with different kinfinorms and values.
He further pointed out that these norms and vahresexpressed by
spaces through their architecture, which are bkgitae practices that
they enable or disable within their spaciarman and Yannakogeorgos
(2018) argued that the cyberspace is made up afaygnetworked
information and information technology such as catap terminals,
servers, and mobile devices connected to remotew drives/servers
through a digital network. The two known types afitl networks
include: the internet and the intranets.

3.2 Threats

Threat may involve the ability or communicationaof intention to harm
or destroy (Ortmeier, 2009). It is the perceivigélihood of harm or a
likely perpetrator’s intention to cause harm (Me&yoffmann, 2013).
Threats are not only common in the physical spheg &lso constitute a
challenge to cyber security. Computer and cyberastfuctures are
susceptible to security breaches. The financial soaal cost of such
breaches can be profound. Guitton (2013) obserliatl dyber threats
were raised to the national threat level in Germ&®@6, France — 2008
and the United Kindom -2008.

The Cybersecurity Information Sharing Act of 20C3%A) of the United
States definedCyber Threat Indicator ” as information that is necessary
to describe or identify-

a) Malicious reconnaissance, including anomalous petteof
communications that appear to be transmitted ferpinrpose of
gathering technical information related to a cybeusity threat or
security vulnerability;

b) A method of defeating a security control or ex@lbdn of a
security vulnerability;
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C) A security vulnerability, including anomalous adihat appears
to indicate the existence of a security vulnerapili

d) A method of causing a user with legitimate accessan
information system or information that is stored processed by,
or transiting an information system to unwittinglyable the defeat
of a security control or exploitation of a secusityinerability;

e) Malicious cyber command and control;

f) The actual or potential harm caused by an incidectuding a
description of the information infiltrated as auk®f a particular
cybersecurity threat;

s)] Any other attribute of a cybersecurity threat,igalosure of such
attribute is not otherwise prohibited by law; or

h) Any combination thereof.” (S.754 8102(7)).

Chapter three of the National Security Strategy Nofleria (2019)

identified the security threats that will drive Miga’'s security priorities
for the next five years as: terrorism and violemtr&emism, armed
banditry, kidnapping, militancy, and separatist{gtaions, pastoralist-
farmer’s conflicts, transnational organised cripieacy and sea robbery,
porous borders, cybercrimes and technology chatlendt further

identified other national security threats as: sqmlitical threats, fake
news and hate speeches, environmental threats¢ haallth challenges,
economic challenges, regional and global secuhgtlenges. Moreover,
the strategy identified four critical areas of cylereats that are very
capable of causing profound damage to Nigerianrggand economy
as follows:

o Cybercrime;

o Cyber espionage
o Cyber conflict; and
o Cyber terrorism

3.3  Vulnerabilities

According to the US National Institute of Standaedsl Technology
(NIST), vulnerability is “a weakness in an inforneet system, system
security procedures, internal controls, or impletagon that could be
exploited by a threat source” (Information Systemdi and Control
Association, 2017, p. 4).

Lin (2012) argued that vulnerability is a componerfitinformation

technology that can be used to compromise it. iHbdn pointed out that
vulnerabilities may be inadvertently introducedotigh a design or
implementation error such as a “bug” or delibesateitroduced for
example, by a hostile programmer, which may be @tonopportunistic
use by an adversary.
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Criminals and disgruntle employees can exploit bepholes in a
computer system and networks for different reasohsinerability
assessment allows organisations to ascertain teate® which existing
security measures can guarantee the confidentiairtiegrity and
availability of digital information and systems.

A study by Zhao and Zhao (2015) assessed the seaund vulnerability
of 50 social media sites and found that most sites:

3.4

Posted privacy and security polices but only fevth&fm clearly
stated their execution of the key security measures

Had network information that was publicly availabia internet
search, which was vulnerable to cyber intrusiomk an

Were secured with firewalls, filters, or port closs, with only few
ports detected as open, which need more improvement

Overview of Cyberspace Threats and Vulnerabilies

It has been observed that “every minute, we aragedout half a million
attack attempts that are happening in the cybeeSpé&ustralian
Computer Society, 2016, p.13). The foregoing uhdedly underscores
the extent of threat that characterises the cybegsgt is highly probable
that this figure would have significantly increasear the years. This is
because cyber deviants, criminals and terroristb@coming more daring
and are inventing new ways of launching cyber-&tabore so because
every information or computer system is vulnerataeattack, cyber-
attack incidences keep increasing worldwide. itportant to note that
not all attacks are launched by criminals or testsy sometimes, state
actors may be involved in certain attacks. For eplangovernments may
illegally collect classified information of othepgernments online.

Furthermore, the following potential and real cyba#tack incidents will
buttress the extent of cyber threats and vulnatigisiworldwide:
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In 1998, there was an organized attack by 300 Gkihackers on
Indonesia government sites to protest anti-Chiness in the

country. Since then, there has been tens of thdgsattempts to
hack into major computer networks that belongs &deinice,

ministries, banks, the media etc. and these ararocg daily

(O’Connell, 2012).

In 2003, 21 power plants were attacked. This reduh a loss of
power in the United States and many parts of ea§lanada. The
incident affected several strategic sites such @éwsalEds’s Air

Force Base, which housed B-2 and B-1 bombers. Thitetl

States government found that the breakdowns wergedaby the
W32 Lovsan worm (Platt, 2011).

At the beginning of 2011, Google announced thatnidl other
companies had been targeted by a China-based attbek,
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known as Aurora, though there was no prove thhadt a direct
government connection (Bulletin of the Atomic Stists, 2011).

° In 2013, it was reported that in the United Kingd®@8% of large
corporations and 87% of small corporations haveeggpced
security breaches in the past year. Seventy-emgtuept (78%) of
large organisations and 63% of small organisateaie attacked
by outsiders such as hacktivists (Department forsiiBass,
Innovation and Skills, as cited in Vashisth & Kum2013).

o In 2015, Ukraine’s power grid was attached by hesk&ho
disabled control systems used to coordinate reneteetrical
substations. This plunged the capital and westemts pof the
country into power blackout for hours. The Secufgrvice of
Ukraine blamed the government of Russia for theecitack.
This accusation was eventually supported in mahaaysis by
a private computer security company (Kostyuk & Zonk2017).

4.0 CONCLUSION

The internet and digital revolution has resultednrunprecedented spike
in threats and vulnerabilities in the cyberspaceviénts, criminals and
terrorists are exploiting the loopholes in inforroatand system security
to their advantage. There is therefore need fothieat and vulnerability
levels of systems to be periodically assessed ppdopriate measures
taken to ensure that they are secure from potesyidr-attacks.

50 SUMMARY

The unit defined the concepts of cyberspace, tlaedtvulnerabilities. It

specifically discussed the basic issues that tbeseepts connote within

the context of the Nigerian society.

6.0 TUTOR-MARKED ASSIGNMENT

With good examples, explain the terms threat ariderability.
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1.0 INTRODUCTION

Critical infrastructures and industrial control &ras are essential to the
efficient operation of economic and social actestof a country. Today,
these infrastructures and systems are increasigghg connected to the
internet. Whereas this development has made theer-gificient, it has
also made them susceptible to cyber-attacks. Heseoeiring these
important national and organisational assets has letop priority for
states and businesses around the world.

2.0 OBJECTIVE

By the end of this unit, you will be able to:

e examine the extent of the threats posed to critidedstructures and
industrial control systems by the activities of eydeviants, criminals
and terrorists.

3.0 MAIN CONTENT

3.1 Definition and Scope of Critical Infrastructure

Scholars have variously defined critical infrastume. According to
Alcaraz and Zeadallly (2015, p.1):

A critical infrastructure (CI) consist a set of ®®s and assets, whether
physical or virtual, so essential to the natiort #ray disruption of their
services could have a serious impact on natioralrgg, economic well-
being, public health or safety or any combinatibthese.
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Section 58 of the Nigerian Cybercrime (ProhibitiBnevention etc.) Act,
2015 defines critical infrastructure as “systemd assets which are so
vital to the country that the destruction of sughtems and assets would
have an impact on the security, national econoreiuisty, national
public health and safety of the country”.

What is clear in all the definitions you would seeCritical Infrastructure
Is that the assets are very crucial to the survaral sustenance the
economic, security, health and wellbeing of thentou In fact, it could
be considered an act of treason when an individugkroup attacks the
critical infrastructure of a country.

The European Programme for Critical Infrastructiretection (EPCIP)
(as cited in Alcaraz & Zeadallly, 2015, p.2) cldissi critical
infrastructures as follows:

o Energy: energy production sources, storage andhison (oil,
gas, electricity).

o Information, Communication Technology (ICT): infcation
system and network protection (e.g., the Internatyvision of
fixed telecommunications; provision of mobile

telecommunication; radio communication and navaygtsatellite
communication; broadcasting.

o Water: Provision of water (e.g., dams); control gdality;
stemming and control of water quantity.

o Food and agriculture: Food provision, safety aralisgy.

o Health care and public health: Medical and hospiate;

medicines, serums, vaccines, and pharmaceuticals- b
laboratories and bio-agents.

° Financial systems: banking, payment services angrgment
financial assignment.
o Civil administration: government facilities and fitions; armed

forces; civil administration services; emergencyiees; postal
and courier services.

o Public, legal order and safety: maintaining publnd legal order,
safety and security; administration of justice detention.

o Transportation systems: road transport, rail trartsgir traffic;
border surveillance; inland waterways transporgascand short-
sea shipping.

) Chemical industry: production and storage of daoger
substances; pipelines of dangerous goods.

o Nuclear industry: production and storage of nuctedustances.

o Space: Communication and research

o Research facilities
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3.2  Definition and Scope of Industrial Control Sygeems (ICSs)

Apart from critical infrastructures (Cls), a wideay of industrial control
systems (ICSs) are vulnerable to cyber-attack. viierability of ICSs
to cyber-attack is largely because they are coedett the internet.
Therefore, it is important that these industriattcol systems are defined.
According to Ani, He and Tiwari (2017, p.33):

ICs are essentially control systems, includsupervisory control and
data acquisition (SCADA), distributed control syste(DCS), process
control systems (PCS), cyber-physical systems (@P$yogrammable

logic controllers (PLC) often found in the induatrsectors and critical
infrastructures is typically used in industriesisas electrical, water and
waste water, oil and natural gas, chemical, trariapon, pharmaceutical,
pulp and paper, food and beverages, and manufagtamd used to
manage industrial processes such as productiod|ihgrand distribution

crucially control and monitor operations of indistiset ups; enabling
functionalities like the use of control loop fornser-measurement,
hardware control for actuators (breakers, switcimegyitors, etc.) human-
machine interfacing remote diagnostics, and maartee.

Furthermore, Lu, Guo, Li, Peng, Zang, Xie and G2@l#) opined that

industrial control systems are normally used inustdes such as
electrical, water and waste water, oil and natugak, chemical,

transportation, pharmaceutical, pulp and paperd faed beverage, and
discrete manufacturing (e.g., automotive, aerospaue durable goods).
They observed that these control systems whichnéeeconnected and
mutually dependent are critical to the operatidithase industries. They
enumerated the commonest types of industrial cbsystems as follows:

o Supervisory Control and Data Acquisition (SCDA);

o Data Communication System (DCS) and;

o Programmable Logic controller (PLC).

Lu et al (2014) explained that SCADA is used totoardispersed assets
that utilise centralised data acquisition and swupery control. DCS
helps to control production systems in a local a&p a factory using
supervisory and regulatory control. PLC servesptmose of discrete
control for specific applications and provides regary control.

3.3  Threats to Critical Infrastructure
Critical infrastructures (Cl) are always been téedeby cyber criminals
and terrorists across the world. Losavio, Shutkeeling (2011) pointed

out that on March 29, 2009, GhostNet cyber espiersagdy and analysis
report of the Information Warefare Monitor on distited malware
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attacks from China. The attacks reportedly useanabation of Trojan
maleware-GhOst Remote Access Tool and social eagnwe through
email to infest machines that were vulnerable. Theyline the key
findings as follows:

o Compromise of at least 1,295 computers in 103 cmsjtof which
nearly 30 percent might be high-value targets,
o GhostNet penetration of sensitive computer systeihibe Dalai

Lama and other Tibetan targets, and
o GhostNet is a covert, difficult-to-detect systenpatale of taking
full control of affected systems (p.131).

Losavio, Shut and Keeling (2011) further explaitieat the systems that
were compromised included government offices oh,IrBangladesh,
Latvia, Indonesia, Philipines, Brunei, Barbadosyin, and embassies
of India, South Koreia, Indonesia, Romiania, Cypidsilta, Thailand,
Taiwan, Portugal, Germany and Pakinstan.

3.4  Threats to Industrial Control Systems

Arguably, the increasing dependence of industoatml| systems on the
internet makes them vulnerable to external attatk®se attacks can
come from a wide range of sources such as randokels disgruntled
exOemployees, competitors, organised criminal gsptgyrorist’s groups
and foreign state actors.

Industrial control systems (ICSs) have been selyeattiacked over the
years across the world. Lu et. al (2014, p.5) cgedie of the ICS
incidents below:

Date Location Detalil
2013 South Korealcefog is a small yet energetic APT group,
and who maintain a foothold in corporate and
Japan governmental networks to smuggle out
sensitive informatiol
2012 Global Elderwood attack, spear phishing emalils,
incident watering hole, and zero-day exploits are
always usel

2012 Middle East | Flame is being used for targeted
cyberespionage in Middle Eastern count

2011 Global Duqu virus was found, a complex attack tpol
inciden specifically for critical infrastructur
2011 U.S. Hackers attacked the control systems of
water supply facilities in lllinoi:
2011 Japan Hackers invaded the control [and

management system of Shinkansen in J:
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2010 Global Stuxnet virus was found. Iran is the most
incident serious that the generation of its nuclear
power plant was delaye
Poland Juvenile attacked the suburban railway

200¢ system in Lodz, Polal

2007 Canada Attacker invaded one Canada’'s Water
SCADA control system and destroyed the
control computer syste

2006 U.S. Hackers invaded the systems of the sewage
treatment plant in Harrisburg, Pennsylval

2005 U.S. Zotob worm was found in the automobile
corporate network and control netwc

2003 U.S. Teenager invaded the computer system of
Houston Ferry

2003 U.S. Worm was found in the control network of
Davis-Besse nuclear power ple

2001 U.S. Hacker invaded the control system| of
electricity transmission system in Califort

2000 Russia Hacker had controlled the largest abi)as
pipeline network in the world on the part of
Gazprom

1997 U.S. Teenage boy invaded (New York) NYNES
system

1994 U.S. Hacker invaded the Salt River Project in
Arizona

1992 U.S. Former employee of Chevron closed |the
emergency alarm systems located in |22
states

Source: Lu et. al. (2014, p. 5).

As can be seen from the above table, industriairabgystems have had
their share of costly cyberattacks regardless ersitte of globe that they
are located. These incidents also underscore ttiereargument that
attacks would usually come from a wide range ofrsest Whether the
source is curious juvenile or an organised crimgmalp, the fact remains
the attacks to industrial control systems could/éey costly to affected
organisations.

40 CONCLUSION

Critical infrastructures such as electricity, tqamdation, oil and gas,
emergency services, Information and communicagahriology and so
on are critical to the smooth operation of the @ooy of a country. So
also are industrial control systems. In today’stdlgvorld, these systems
are connected to the internet and are vulneraldglier-attack.
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5.0 SUMMARY

The unit explained the concepts of critical infrastures and industrial
control systems and well as their scope. The lef/éireat that criminal
and terrorist elements pose to these systems ugereliscussed.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the level of threat that criminals andassts pose to critical
infrastructures and industrial control systems igdxia.

7.0 REFERENCES/FURTHER READING

Alcaraz, C. & Zeadallly, Z. (2015). Critical Infiascture Protection:
Requirements and Challenges for thé' £entury.International
Journal of Critical Infrastructure Protectiqr8, 1-34.

Ani, U.P.D., He, H.M., & Tiwari, A. (2017). Reviewf Cybersecurity
Issues in Industrial Critical Infrastructure: Maadafuring in
PerspectiveJournal of Cyber Security Technolody(1) 32-74.

Losavio, M. M., Shutt, J. E. & Keeling, D. W. (201The Information
Polity: Social and Legal Framework for Critical @&yb
Infrastructure Protection. In: T. Saadawi & L. JamdEds.)Cyber
Infrastructure Protection(pp. 129 -158). Carlisle, PA: Strategic
Studies Institute, U.S. Army War College.

Lu, T., Guo, X., Li, Y., Peng, Y., Zhang, X., XiE,, & Gao, Y. (2014).
Cyberphysical Security for Industrial Control SysteBased on
Wireless Senor Networkdnternational Journal of Distrusted
Sensor Networkd-17.

55



CSS 852 CYBER CRIMINOLOGY AND VULAHERTIES

UNIT 3 THREATS OF TERRORISM AND
TRANSNATIONAL ORGANISED CRIME
NETWORKS

CONTENTS

1.0 Introduction
2.0 Objectives
3.0 Main Content
3.1 Threat of Terrorism and Attributes of Claskerad Cyber
Terrorism
3.2 Cyber-Enabled Radicalisation
3.3  Cyber Terrorist Attacks
3.4  Threat of Transnational Organised Crime Nekaor
4.0 Conclusion
5.0 Summary
6.0 Tutor-Marked Assignment
7.0 References/Further Reading

1.0 INTRODUCTION

Terrorism is a global security challenge that hadueed for ages. From
time immemorial to the present day, criminals haays crossed
national borders. However, with the emergence tdriret and digital

technologies terrorists and criminals could crosd @&averse national
borders through technology. These have profoundicatmpns for crime

and terror control in Nigeria and elsewhere.

2.0 OBJECTIVES

By the end of this unit, you will be able to:
e describe how terrorists and transnational crimiaaésobsessed with
the use of the internet and associated digitaktool

3.1 Threats of Terrorism and Attributes of Classial and Cyber
Terrorism

Terrorist activities are more rapidly perpetratathwhe development of
the internet and digital technologies. Terrorismaisglobal security
problem. It is criminalised in Nigeria by TerrorisrRrevention
(Amendment) Act, 2013. However, cyber terrorism egpressly
criminalised by Section 18 of the Cybercrime (Pbation, Prevention
Etc.) Act, 2015.

Furthermore, Jarman and Yannakogeorgos (2018, 13%pexplained
that the scope of terrorists’ misuse of the intemeudes:
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Cyber influence: this entails the misuse of the internet to infice
populations with propaganda. This may be done deoto raise
sympathisers to the cause. This also includes tlbeeps of
recruitment and radicalisation through the internet

Cyber planning: this refers to the digital coordination of an
integrated plan that cuts across geographical tamewlthat may
or may not cause bloodshed. This planning involaesligence,
surveillance and reconnaissance.

Real-time operational executionthis has to do with the misuse
of the internet to cause physical disruption. Tgoses beyond the
hypothetical sphere of detonating improvised exposlevices
through cellular technologies.

Ndubueze (2016, p. 6) explained the differencesvéen classical
terrorism and cyber terrorism in the table below:

Table 2. Attributes of Classical and Cyber Terrorisn — A
Comparative Snapshot

Attribute Classical Cyber Terrorism
Terrorisn
Motivation/Objective | Political, Political, religious, social,
religious, social| national, ethnic
national, ethnicj ideological and
ideological and hegemonic [essentially
hegemonic. the same motivation with
classical terrorism
Sphere Physical, realCyber, virtual, online
world,  offline, | abstract space.
concrete spac
Primary Target Humans, Computer
property, systems/networks/compu
physical criticall ter mediated
infrastructure communication systems,
internet
architecture/internet  of
things, virtual critical
infrastructur
Scope Limited to aMassive, large scale
select and virtual targets.
relatively small
physical target:
Territory Select countrie | Several countrie
Execution Spee Minutes/Hours | Seconds
Modus Operandi Overt, physicaCovert, virtual contact
contact with orn with and unlikely close
close proximity| proximity with the target
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to the target (s).
Suicide boming
Tools Fire- Malwares of all sorts.
arms/ammunition
s of all sorts
rocket launchers,
IED’s, grenades,
armuored tanks,
machine guns and

So on
Nature of Warfare Asymmetric, Asymmetric
guerilla warfar
Detectior Swift Slow
Economic Loss Huge Exponiciently  massjve
and higl
Investigation Traditional, Technical, requires
regular law| highly trained/skilled and
enforcement experienced lawy
anti-terrorism enforcement  personnegl
personnel couldincluding forensig
be used. experts, cyber
criminologists ang

experts in internation

Source: Ndubueze (2016, p 6).

There are several ways terrorist activities oniniternet can constitute to
national government and citizens across the w@tte of those ways is
through recruitment and radicalisation of indivitua

3.2 Cyber-Enabled Recruitment and Radicalisation

Today, terrorist organisation leverage on the m#erand digital
technologies to recruit and radicalise otherwisw labiding and
oftentimes ordinary citizens. Such recruits are if@vbeen fully
radicalised will pursue and execute terrorist ager@hd may go at any
length to do so.

Jarman and Yannakogeorgos (2018, p.155) attemputedistinguish
between cyber-enabled terrorist's operations andragpns in the
cyberspace and operations in the cyberspace thdtipe physical effect
akin to an armed attack as follows:

o Misuse of the internet for logistics of a terronstwork (including
such activities as radicalisation, recruitment, Anancing).
o Cyber-enabled terrorist attacks as observed frorpramsed

explosive devices to complex command and commuaoitatn
the middle of an operation.
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o The emergence of cyber warfare that is meant imidate or
mobilise populations without a physical presence.

Scholars have decried the increasing sophisticatadn terrorist
organisations and their link to organised crimemoeks. Howard and
Traughber (2009, p. 365) captured the changing micsof terrorist
organisation in the followings words:

As the global landscape in the twenty-first centag transformed via
globalisation, the nature of terrorists’ organisasi is also changing.
Unlike terrorist's groups of the past, which wenemarily sub state
actors, today’s terrorists are transnational groypsrating on a global
level. Encouraged by state weakness; globalisationgreasing
technological interconnectedness; and corrupt, [@sime government
officials, the “new terrorists” take advantage of averall decline in
international security. These factors have not opbwned new
generation of terrorists but have also encouragedndar increase in
transnational crime.

The argument in the above quotation that terrorssemcouraged by state
weakness is shared by George (2018) when he olasémae in failed
states terrorist organisations can mobilise youwswpfe who feel socially
and economically marginalised to become part oflabal terrorist
movement. It has been acknowledged that the ietecan increase
vulnerability to extremism (Beadle, 2017). Radiation is said to be
complete when an individual that has been infludreaves the realm of
option for that of actively supporting a speciterorist act, or materially
facilitating it (Jarman and Yannakogeorgos, 2018).

3.3  Cyber Terrorist Attacks

Apart from using the internet for the purposes e€ruitment and
radicalisation and explained in the preceding eactierrorists use the
internet either to facilitate their operations dtaek critical national
infrastructure and industrial control systems. Téissually done with the
intent to embarrass the government and create iiedh® minds of the
general public.

Algahtani (2014, p. 138) defined cyber terrorisnithg intentional use
of subversive activities, or the threat thereofaiagt computers and
networks related to critical infrastructure andaviservices, with the
intention to cause massive physical and psychadbdiarm, for any
objective whatsoever”. Gross, Canetti and Vask@il{) compared
conventional terrorism to cyberterrorism. They a&duthat unlike

conventional terrorism, cyberterrorism uses malisio computer
technology and not kinetic force. However, the obse both
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conventional terrorism and cyberterrorism sharedémme objective of
qguest to further political, religious or ideolodicgoals by inflicting
physical or psychological harm to civilians.

Why do terrorist organisations increasingly use theternet
infrastructure? This is question is aptly answebbgdBogdanoski and
Petreskp (2013, p. 60) thus:

Considering the fact, the terrorists have limitedds, cyber-attacks are
increasingly attractive, because, their implemaématequires a smaller
number of people and certainly smaller funds. Aapthdvantage of
cyber-attacks is that they allow terrorists to remanknown, because
they can be very far from the place where the dcteaorism is
committed. Unlike the terrorists that place th@mps in countries with
weak governance, cyber terrorists can store anywlard remain
anonymous.

3.4  Threat of Transnational Organised Crime Netwoks

According to Dik and Spapens (2014) the main dgiishing
characteristics of transnational organised crimehit part of their
criminal business processes are completed in diffecountries. The
United Nations Office on Drug and Crime (as citedijk and Spapens,
2014, p.214) in 2002, conducted a study using gkaof 40 countries,
which included the United States, Russia and Affldee study came up
with the following typology of networks:

I The criminal network: this is defined by the activities of key
members; provenience in the network is a functigmosition and
skills, personal loyalties is essential, coaleseearound criminal
projects, low public profile, network reforms aftexit of key
individuals. Examples of groups included in thisnpée were a
Dutch network of drug smugglers and a Nigerian netinvolved
in different types of crime.

. The standard rigid hierarchy: this is made up of single leader,
clearly defined hierarchy, strong system of intérdiscipline,
usually strong social or ethnic identity, violeniseessential to
activities, influence or control over defined tearies. Examples
of group under this category are from Italy, Chi@aJumbia and
Eastern Europe.

1 The regional hierarchy. this comprise of single leadership
structure, line of command from centre, degree uibrromy at
regional level, geography/regional distribution ltimle activities,
usually strong social or ethnic identity, violenessential to
activities. Typical examples include the outlaweatoncycle
gangs such as the Hells Angels with branches iferdift
countries.
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Iv. The clustered hierarchy this include a number of criminal
groups, governing arrangements for the groups pteslester has
stronger identity that the constituent groups, degutonomy for
constituent groups, formation strongly linked taiabhistorical
context, relatively rare. Example is the “28s pnigang” of South
Africa.

V. The core group this category is surrounded by loosed network,
limited number of individuals, tightly organisedati$ structure,
small size maintains internal discipline, rarelg Isacial or ethnic
identity. Example included a Dutch group involved human
trafficking.

Furthermore, the UNODC study revealed that mosugsoengage in
trans-border operations. Also, it found that & gnoup, 70 percent were
involved in criminal activities in three or mordfdrent countries, while
many operated in five or more countries. It alsanfh that most engaged
in multiple criminal activities. Moreover, of thed4roups studied, 30
used corruption and 33 routinely used violenceoAts the 40 groups,
30 showed evidence of the investment of profitsmfrdlegitimate
activities in legitimate business activity.

Transnational crime is linked to terrorism in vaisoways. Rollins and
Wyler (as cited in Crank & Jacoby, 2015, p.256)laxs this connection
in the following three ways.

) Expand skill base Through partnerships both can enhance their
strengths. Through their specialised skills thamctionality and
success rate can be improved. This kind of parti@fer resource
expansion may eventually result to a situation whgthe terrorist
organisation depends on the criminal transactwhg;h increases
the vulnerabilities that international security @aige can take
advantage of.

ii.)  Shared tactics: Notwithstanding the ideological difference
between transnational organised criminal orgarmsati and
terrorist organisations, their operational tactese usually the
same. Some of such tactics are use of violencdit-preented
criminal activity, money laundering, stealth duringorder
crossing, illegal weapon acquisition, and the qaticin of public
officials. Therefore, they can mutually reinfor&eitr tactics.

iii.)  Organisational evolution Whereas criminal groups may evolve
politically; political terrorist groups may be imukéd to becoming
criminal for-profit enterprises.

Dijk and Spapens (2014) argued that with globabsaand revolution in
information and communication technology among &theas provided
unprecedented opportunities for transnational asgahcrime. Indeed
transnational organised criminal networks are udihg internet to
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facilitate the operations of their criminal entespr This strategy is
obviously cheaper, faster, less risky and perhap® rprofitable.

4.0 CONCLUSION

Terrorist organisations and transnational organis@tde networks are
growing in scope and sophistication. This is laygblecause like
legitimate organisations and businesses they arerdging of the
numerous opportunities that internet and digit@ht®logies creates.
Terrorists and transnational criminals therefor@stibute a growing
threat to countries around the world in the digitgé.

5.0 SUMMARY

The unit discussed the threats posed by the clandesnline activities
of terrorists and transnational organised crimevogts as well as how
the cyberspace facilitates radicalisation of ordiratizens.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss how the online activities of terrorists @armahsnational criminals
constitute a threat to cyber security in Nigeria.
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1.0 INTRODUCTION

Threats and vulnerabilities have become commorufesatof cyber-
physical systems. Critical infrastructures and stdal control systems
are often exposed to threats and vulnerabilitiée National Strategy to
Secure Cyberspace (n.d.) proposed a five-levellpnolsolving strategy
for controlling threats and vulnerabilities in ttyberspace.

2.0 OBJECTIVE

By the end of this unit, you will be able to:

e discuss how individual home users of the internss businesses,
large enterprises, critical infrastructure, natgtates and the globe are
exposed to cyber-attacks.

3.0 MAIN CONTENT
3.1 Level 1: The Home User/Small Business

The computers that are used by people at home eaonte part of
networks of remotely controlled machines that canused to attack
critical infrastructures. Home and small businessnputers without
defense mechanisms, particularly those using digitdoscriber line
(DSL) or cable connections, are vulnerable to &dexwho can use those
machines without the owner’s knowledge. Groups wths“zombie”
machines can then be used by third-party actoraunch denial-of-
service (DoS) attacks on key Internet nodes anderoimportant

64



CSS 852 MODULE 4

enterprises or critical infrastructures. Hence, agomersonal computers
need to be adequately defended from intrusion.

3.2 Level 2: Large Enterprises

Large-scale enterprises such as corporations, gowatt agencies, and
universities etc. are common targets for cyberck#a Many such

enterprises are part of critical infrastructurestdeprises require clearly
articulated, active information security policiesdaprograms to audit
compliance with cybersecurity best practices. Th&. Untelligence

community warns that American networks will be g&singly targeted
by malicious actors both for the data and the pdhey possess.

3.3 Level 3: Critical Sectors/Infrastructures

The collaboration of organisations in sectors of tleconomy,
government, or academia to address common cybeitsepuoblems,
will reduce the burden on individual enterprisesctspartnerships often
produce shared institutions and mechanisms, whiely have cyber
vulnerabilities whose exploitation could directljext the operations of
member enterprises and the sector as a whole.(dfis&s can also reduce
cyber risks by participating in groups that devdbdegt practices, evaluate
technological offerings, certify products and seeg, and share
information. Several sectors have formed Infornmati®haring and
Analysis Centers (ISACs) to monitor for cyber-akmdirected against
their respective infrastructures. ISACs also sh&@memation about attack
trends, vulnerabilities, and best practices.

3.4 Level 4: National Issues and Vulnerabilities

There are cybersecurity problems with national iogtions which
cannot be solved by individual enterprises or stitacture sectors alone.
Since all sectors share the Internet, they areetbier all at risk if its
mechanisms (e.g., protocols and routers) are rmofreae\Weaknesses in
widely used software and hardware products canasaie problems at
the national level. This would require coordinatectivities for the
research and development of improved technoloiylese so, the lack of
trained and certified cybersecurity professionaseilves national level
attention.

3.5 Level 5: Global
The worldwide web is a planetary information grid systems.
Internationally shared standards enable interopl@gyakamong the

world’s computer systems. This interconnectedriesm®tore implies that
problems on one continent may affect computersnatheer. Hence, the
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need for international cooperation to share infdaromarelated to cyber
iIssues and, the prosecution of cyber criminalsh@dt such cooperation,
the efforts to collectively detect, deter, and gdte the effects of cyber-
based attacks would have hampered.

4.0 CONCLUSION

The threat to and vulnerabilities of cyber secuaffects each country
across all the levels of the internet usage vaharc Individual internet
users, corporation, nation-states and the globefteeted one way or the
other by the threat of cyber-attacks. Therefore tbsponse to the
challenges of cyber security needs to be a colélver one that will

include all stakeholders for it to be productive.

5.0 SUMMARY

The unit covered the five-level problem solvingastgy for threat and
vulnerability. The strategy cut across the indiabdbhome users of the
internet/small businesses, large enterprisescaritfrastructure, nation-
states and the globe.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the five-level problem solving strategimsthe management and
control of threats in the cyberspace.

7.0 REFERENCES/FURTHER READING

The National Strategy to Secure Cyberspace (n.d)aildble at:
http://www.iwar.org.uk/cip/resources/pcipb/case_#ation.pdf
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MODULE 5 CYBERCRIME OFFENDING,
VICTIMISATION AND PREVENTION
STRATEGIES

Unit 1 Profiling Cybercrime Offenders

Unit 2 Types and Patterns of Cyber Victimisation

Unit 3 Cybercrime Victimisation Risk Factors

UNIT 1 PROFILING CYBER OFFENDERS
CONTENTS

1.0 Introduction

2.0 Objectives

3.0 Main Content
3.1 Meaning, History and Types of Criminal Profgi
3.2 Developing a Digital Criminal Profiling
3.3  Profiling Hackers
3.4  Profiling Identity Thieves

4.0 Conclusion

5.0 Summary

6.0 Tutor-Marked Assignment

7.0 References/Further Reading

1.0 INTRODUCTION

Criminal profiling also called offender profilingak been used by law
enforcement agencies for ages across the worldancemained a useful
strategy in criminal investigation. However, sontvances have been
made in the use of criminal profiling in the diditaye.

20 OBJECTIVES

By the end of this unit, you will be able to:

e state types of criminal profiling

e discuss the meaning and history of a digital crahprofiling; age of

criminal responsibility for cybercrime offendersdaigital forensic
criminal profiling models and practices in the cydpace.
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3.0 MAINCONTENT
3.1 Meaning, History and Typesof Criminal Profiling

Meaning of Criminal Profiling

Criminal profiling is also variously referred to asffender profiling”,
“psychological profiling”,  “behavioural profiling”and “criminal
personality profiling “in the literature. Accordirtg Turvey (2002, p.1)
criminal profiling refers to “the process of inferg the personality
characteristics of individuals responsible for caiting criminal acts”.
He listed the professionals that have been typieslyaged in the practice
of criminal profiling to include: investigators, l&vioural scientists,
social scientists, and forensic scientists. Kipd8819) argued that
criminal profiling entails making inferences abdtig physical, habitual,
emotional, psychological, and vocation featuresrmhinals.

History of Criminal Profiling

Kipane (2019) have traced the history of criminadfiting to the 1%’
century, but also noted that some account beli¢vatdthe method was
used as far back as 1880 to predict about a Seitiat. He further
explained that although experts have debated féxtefeness criminal
profiling has been deployed successfully by lanoesgment for over a
century. It was also successfully applied at tre@frthe 26" century and
in the 22! century by law enforcement authorities to identiffenders.
Kipane explained that the term “offender profilingas introduced in the
1970s, and that it was linked to the activitieslod Federal Bureau of
Investigation (FBI) analysis unit in the United t8&to describe their
criminal investigative analysis work. He obserteak criminal profiling
at first was used for serial murders, but that sltepe of research
expanded with time to now include various criminfiences such as
rape, murder, terrorism, cybercrime and so on.

Types of Criminal Profiling

There are two types of criminal profiling, they lunde: inductive criminal

profiling and deductive criminal profiling.

0] Inductive criminal profiling: this method of crimah profiling is
based on the premise that similarities in crime rated by
different offenders will suggest the existence ammon
personality traits among the offenders. Informatmrthis method
of profiling can be collected from record of pasines, past
known offenders and open sources such as the media.

(i)  Deductive criminal profiling: The deductive criminprofiling
method uses the evidence found at the crime scereconstruct
the crime scene. The idea being to develop a mprdiaire of the
characteristics of the offender.
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Although criminal profiling is not an exact sciengecan offer useful
leads that can help in investigators to solve ithéles of crime.

3.2 Developing a Digital Criminal Profiling

Kipane (2019) described five elements of a cybamnical profile as
follows:

I.) Personality characteristicdtraits: These are specific to an

ii.)

individual, and may Predispose the individual tomout a

cybercrime: Cybercriminals are believed to havegh level of

legal nihilism. He argued that a cybercriminal l@siations in
legal consciousness; which is exemplified by thability to

conform to legal norms. This he said is relatedh® enhanced
pressure to risk the violation of law in order talise some
personal material gain. He also recognised the ¢inpfethe micro
environment such as the family negatively affectitige

individual’s personality formation and by implicati enhancing
the possible drift to cybercrime.

Criminal professionalism: This has been defined as the
personality traits that facilitate the safe anctetive execution of
cybercrime. He noted that it comprises of four deas: specific
namely: personal qualities; knowledge and skilEsarfessness,
courage and self-confidence; effectiveness andliiabf action;
commission of a criminal offence and achieving acg goal.
He explained that for example, some financially iwaied
cybercriminals may have two main goals, i.e. tairgata and user
identity in order to gain access to finances thioiing identity they
have acquired.

Technical knowledge and technical skills in dealing with

complex programs and devices that enable cybercrifetudy

has shown that technical execution of majorityllefjal activities

is relatively simple. He observed that most cyhericrals are

university students or students of other educaliorsitutions.

Since it is generally recognised that the levedaidication among
cybercriminals may be higher than among other caieg of

criminals, the use of such skills in the commissabreybercrime
will result in progressive increase in its prevaken

Social characteristicss These have been defined to include
demographic features, socio-economic status, gmyohological
and moral qualities. The basic elements are gendgg,
nationality, socio-economic status. He argued tihatfeatures of
a typical fraudster are: a middle aged, man wighér education
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3.3

and substantial work experience in his company datrhalf had
six or more years of experience, almost a thitored to five years
of experience). This fourth assumption is debataliien viewed
within the context of the Nigerian society where pamcal
evidence suggests that online fraudsters and yawadlergraduate
students.

Characteristics of motivation: He argued that motives are
developed under the influence of human emotionsfaalings.
The motives are internal - chosen by the personeaternal —
driven by others. He noted that research has denaded that
human behaviour is driven by a number of motivedifferent
internal and external factors and that motivénes leading and
facilitating function of the activity (internal pskic
encouragement), which, when creating the subjettefctivity,
directs the human activity. He argued that cybemoals do not
form cybercriminal can be of any gender, age, ecooctatus,
race, religion or nationality and can be driverdidfferent motives.

Profiling Hackers

Definition of Hackers

Hackers are basically individuals who gain unau#iear access to a
computer system usually for the purpose of carryig an illegal
activity. There are several ways hackers can illeggain access to a
computer system. Marcum (2014) identified someheké methods are
as follows:

Motivation of Hackers
Hackers are driven by a wide range of differentivest Marcum (2014,
p.116-118) categories hackers’ motivations as Wsto
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Addiction: Hackers are driven by addiction just like other
addictive behaviours like tobacco smoking and abtism. An
individual after a continued engagement in haclaantyvities can
become addicted to it. The penchant for hackingreanlt from
the sense of power hackers feel when they gainsadeehidden
computer files and perhaps the knowledge they aeduhrough
that access. In a bid to keep updating that knoydeithiey may
continue the activity and this would eventuallyde¢a addiction.
Curiosity: Hackers are curious about learning about as much
information as they can often use illegal methoNgtwork
systems are usually improved through exploratioruchS
exploration may involve some trial and error. Tlere, hackers
may want to explore and understand how operatirsjesy of
computers works or how a security code can be exhckhe intent
being to satisfy their curiosity.
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Vi.

Vil.

viii.

Excitement and Entertainment: Hackers are perceived as highly
intelligent persons who possess little or no sosklls in the
physical world. Many hackers have reportedly clainieat they
find their lives online more exciting that of worr home.
Therefore, some hackers crack systems and cod&jesitertain
and excite themselves. This category of hackers dogintent to
cause extensive damage to their targets.

Money: Hackers are also motivated by monetary issuess Th
financial greed can be expressed in two ways: rig)dosonal gain
and, b) to prevent large corporation from makingaficial gains.
When hacking started there was an ethic among Hhacke
community that prohibited members from accumulatimgalth
illegally through hacking. This is no longer theese today as many
hackers engage in financial fraud schemes by blagkrmg others
or stealing credit cards.

Power, Status and Ego: Hackers are portrayed in the media as
highly intelligent being who can crack the toughgstvernment
security codes. This kind glamorisation attractmegeople who
are not popular in any way. Also in the hacking igrower and
ego is gained through a demonstration that a passbaving the
upper hand on knowledge and skills about hacking.

Ideologies: There are several factors that can influence the
formation of ideology. These factors may includdtwal norms,
political preferences, social pressure and so deolbgies can
influence behaviour including those of hackers.kéas can obtain
political and religious information from the int&tnthat could
change their belief on certain topics. Hackers stpine social
movement on freedom of information by the geneudllip.

Peer Recognition: Hackers are often perceived as social-misfits
and unpopular. They feel more at home online whbege is
usually no face-to-face interaction with otherseridiore, hackers
form social communities with online friends andlseeceptance
and recognition from them. This can be achieveddiyonstrating
their high level of knowledge and skills in the kiag world. This
kind of feat often endears them to their peers.

Revenge: Revenge is the most malicious motivation for haske
The hacker can perform as act as a payback forcaralaor
perceived wrong done the hacker. Revenge motiattadks are
effective if the attacked person or organisatioesinot possess
enough skill to counteract the attack or promptigvent it. A
naive victim may not be aware of the attack or lle & prevent

it before extensive damage is done.

M ethods of Hackers

Brute-force attack: This method involves the guessing of the
system password in order to gain access to it. HEog&er utilises
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knowledge of the victim which may include victimfavourite
food, sports, best friend’s name and so on.

. Shoulder surfing: This method entails the hacker watching the
victim use a pin number during a transaction. Swahsactions
may take place in an automated teller machine p@WitM),
supermarkets or petrol stations and so on wherd pbsale (POS)
machines are used.

1 Social engineering: This method entails the hacker posing as a
professional or a colleague from another unit ideorto obtain
information about the victim’s computer system.

34  Profiling Identify Thieves

Definition of Identity Theft

Identity theft refers the stealing and use of tkespnal information of
another person without the person’s consent fouduéent purposes.
Identity theft existed before the emergence ofitliernet. In the pre-
internet ear, identity thieves criminally and detety obtained other
people’s personal information, for example fromittiokivers’ license or
work identify card in order to impersonate themdaw, however, with
the breakthrough in information and communicatiechhology (ICT),
the proliferation of digital devices and relativedasy access to high-
speed internet connection, identity theft has bexeasier to perpetrate
albeit, online and difficult to detect. Identifyi¢lves have now grown in
sophistication as they employ the internet and k@dwledge and skills
to carry out their nefarious activities on line.

Motivation of Identity Thieves

Like Hackers, identity thieves are propelled byedi#nt kinds of motives.

McNally (2012, p. 11-14) explained these moviesngsthe acronym

“MGEARS”, which means motivational gears as follows

I Money: Money is of essence in the world of identity th@sv
Unlike earlier when it was mainly in paper form, meg today can
be in plastic, digital or virtual form when it is the form of credit
that can be borrowed when it is not yet earnedhieyidentity’s
owner. The security of money in all its forms amddtion is
usually a priority to most people. Neverthelesgpbe's identities
are stolen to enable the thief steal their monies.

. Goods. Money is desirable and can buy almost everythfg.
offender that has an identity that can be usedsls, ¢he offender
will be able to directly purchase the goods heherdesires. These
may include basic necessities of life such as fatathing and
shelter or the available pleasures and luxuriesifefsuch as
jewelry, cars and travel.

iii. Employment: Some identity thieves just want to obtain
employment, because for certain reasons they ableimo work
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Vi.

under their real names. For example, an identigf thay steal the
educational and birth certificates of a person asd same to
obtain job.

Anonymity: There is a universal desire for anonymity among
offenders as it is believed that it decreasesik@tihood of their
apprehension. Also, an offender may have certaitivexdor
hiding his or her true identity. The offender wilen hide behind
the identity of someone else. These categoriedenftity thieves
provide false identity information to authoritiagch as the police
on demand.

Revenge: ldentity thieves may target the owner of a pattc
identity or any other party that be affected byirthetivities using
someone else’s identity for the purpose of revenge.

Service: A service refers to any act that can be carriedfor
money such as healthcare; care repairs; traveldmeptrain, taxi
etc. or any other social benefit that can be asseby one’s
identity such as public assistance, voting righd @mmunity
memberships. An identity thief may steal a victimefentity just to
enjoy a service that is due the victim.

Methods of Identity Thieves

According to Tajpour, Ibrahim and Zamani (2013, p@-54) identity
thieves employ the following methods to carry oheit fraudulent
activates:

Dumpster diving: Looking through a person's garbage for "pre-
approved" credit card offers, copies of old bik&n applications,
and documents with the resident's SSN.

Shoulder surfing: Overhearing a person give out personal
information over a public telephone or cell phomelooking over

a person's shoulder as they use an ATM or fillfouns. To bribe
employees to hand over personal customer informatand
physically stealing confidential files or computeard drives in
which identity information is stored.

Skimming: Attaching a data storage device to an ATM machine
or a retail checkout terminal and reading the ¢redid or PIN
numbers that pass through the device.

Publicly available information: A search of public and
government databases can yield information abouveds
licenses, real estate and other business transactiehicle
records, certain types of professional certifiaagioand licensing
records. Newspaper classifieds and other privatabdaes also
provide a wealth of information.

Mail theft: Stealing pre-approved credit card applications,
insurance statements, tax information, or investmgoorts from
mailboxes.
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Vi. Changing your address. Diverting victim’s billing statements to
another location by completing a change of addi@ass.
vii.  Old-fashioned stealing: Stealing wallets and purses; mail,

including bank and credit card statements; preapma credit
offers; and new checks or tax information. Offersdesteal
personnel records or bribe employees who have acces

viii.  Retail theft: Stealing files or getting information from partragr
retailers or service providers' offices.

IX. Pharming or Trojan-horse: E-mails and their related websites
have viruses attached. These viruses contain pregtiaat record
keystrokes and obtain crucial information.

X. Spoofing: Sending a message to a computer from a source that
pretends the message is coming from a trusted cemguP
address. The spoofer could pose as an ISP or eveteatity theft
prevention” service provider.

Xi. Botnets. A hacker can control a PC or a network of PCs feom
remote location after inserting a control programtoi an
unsuspecting user's computer.

xii.  SQL Injection Attacks: Personally identifiable information can
be read and modified by SQL Injection Attack as ohthe most
serious threats to the security of database diapgtication.

xiii.  Social engineering: in the context of security, is understood to
mean the art of manipulating people into performaagions or
divulging confidential information. This is a tymd confidence
trick for the purpose of information gathering,uUda or computer
system access. All social engineering techniquesbased on
specific attributes of human decision making aredexploited in
various combinations to create attack techniques) as:

xiv.  Pretexting: Creating and using an invented scenario (the petex
to engage a targeted victim in a manner that ise®#he chance
the victim will divulge information or perform aots that would
be unlikely in ordinary circumstances. It can bediso fool a
business into disclosing customer information alé ageby private
investigators to obtain telephone records, uti@gords, banking
records and other information directly from compassrvice
representatives. The information can then be usedtablish even
greater legitimacy under tougher questioning withanager, e.g.,
to make account changes, get specific balances, etc

xv.  Phishing: Sending an email message to a targeted individual,
asking the individual to access a web site thatiogm trusted
institution and then reveal private identity infaton. E-mails are
sent to unsuspecting victims, asking for informatmd providing
links to false websites.

xvi.  Wi-phishing: Consumers sometimes unwittingly use wireless
networks set up by fraud. This makes it easy fawecgriminals to
steal passwords and other information.
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XVil.

XVill.

XiX.

Vishing: This technique is called Vishing as it uses boticeyand
phishing to conduct the attack. The criminals walll, usually with
a recorded message, instructing you to call a nurabd leave
bank account or credit card information or theimcteceives a
typical e-mail, like any other traditional phishisgam. They are
then asked to provide information over the phoms¢eiad of being
directed to an Internet site. Never provide priviafermation to
someone that has called you saying they represent.

Smishing:  This attack  manipulates mobile  phone
operators/carriers’ SMS by sending text messagewotule users
trying to trick them into following a malicious mibdInternet link.
These types of phishing traps are commonly know8mashing.
Texting has become very popular on cell phonesaratt phones.
Criminals are taking advantage of SMS technologyéyding a
message asking for private bank or credit accadatmation. The
message might indicate that your immediate attensaequired
or your accounts will be closed. The criminal migimovide a
website address to visit or a phone number to call.

Typo Squatting: They are websites with names similar to
legitimate websites. When people make typing eftbesy land on
these false websites. This gives cyber-criminadsojportunity to
infect computers or to insert "bots" into themisla new way of
phishing.

The above methods of identity theft have wide rasfggomplexity, from
simple method such stealing bags and shoulderngutib complex
methods such as internet phishing and skimming.tt&y can be
considered as:

XX.

XXI.

4.0

Low Tech Methods. Criminals engaging in identity-based
offenses can obtain personal information througlwv leech
methods, such as stealing personal information fraitboxes or
during the commission of a robbery or burglary kitgnTheft
Methods and Fraud Types Atefeh Tajpour, SuhaimaHhim,
Mazdak Zamani.

High Tech Methods: Offenders may also use high tech methods
via computers and/or the Internet to obtain persorarmation
that is seemingly unprotected by the victim.

CONCLUSION

Criminals profiling is one of the veritable toolsad by investigators to
determine the likely personality characteristicsaofriminal offenders.
Although it is argued that the process is not gdienit has proven to be
used in criminal investigation overtime. To minimihe error margin it
is expected that investigative officers use itiire lwith the global best
practices.
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50 SUMMARY

The unit focused on: the meaning, history and tyfesiminal profiling;
developing a digital criminal profiling, profilingpackers and profiling
identity thieves. It orders to explain the persaradracteristics of hackers
and identity thieves, it specifically discussed metives and methods.

6.0 TUTOR-MARKED ASSIGNMENT
What are the motives that drive hacking victimisa#
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2.0 Objective

3.0 Main Content
3.1  Definition of Cybercrime Victims
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1.0 INTRODUCTION

Crime victims generally refer to persons who s@tkeharm, whether
physical, financial or psychological as a resultminal activities.

20 OBJECTIVE

By the end of this unit, you will be able to:
e discuss the various risk factors that expose ietansers in Africa to
cybercrime victimisation.

3.0 MAIN CONTENT
3.1 Déefinition of Cybercrime Victims

Cybercrime victims are individuals, communities,gamisations or
governments who suffer some kind of physical, faiahor psychological
harm as a result of the activities of cyber cringn&ybercrime is driven
by a wide range of different motives, hence cybgninals may target an
individual, a corporate organisation, a communitytlee government
depending on what their goal is. Arguably, a susitesyber-attack will

result in a loss or harm which is suffered by tietim. Sometimes the
loss could be purely monetary such as in advaredéréeid scheme or it
may be psychological such as in the case of cydiknsg).
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3.2 Typesof Cybercrime Victimisation

According to Angkasa (2018, p.3) cybercrime victifafi under four

broad categories as follows:

I Individual Victims: This refers to individuals who are directly
affected by the activities of cybercriminals. Forample, an
individual can be defrauded through online puraigsAlso, an
individual can be defrauded by online advance femidsters
through romance scam.

. Corporate Victims. Public and private corporations in various
fields are also target by cyber criminals. Corporet across the
world have fallen victim of various kinds of cybame such as
business email scam, corporate data breach, rars@aic.

iii. Community Victims. There as some cybercrimes that may be
targeted at communities. This can take the fornhadxes and
provocative reporting aimed at causing anxiety hastility in a
community. This can be orchestrated for politiaaigoses.

V. Government Victims: Governments have also been targeted by
cyber criminals. For example, Cyber criminals magfade a
government website or may attack a government ctengystem
with ransomware.

3.3 Patternsof Cybercrime Victimisation

The Federal Bureau of Investigation (FBI) Inter@ime Complaint
Centre (IC3) (2019) Internet Crime Report providssful insights into
the patterns of cybercrime victimisation. The 1Gart is released
annually. The report indicates that in 2019, IGRreed a total of 467,361
complaints with reported losses exceeding $3.50hill The types of
cybercrime that were mostly reported were:
phishing/vishing/smishing/pharming, non-payment/aetivery,
extortion, and personal data breach. The top ttybercrimes with the
highest reported cases were: business email congEpm
confidential/romance fraud, and spoofing.

The IC3 report shows the 2019 victims of cybercriygen the following
table:

Victims

Age Range Total Count Total Loss

Under 20 10,724 $421,169,23:
20- 29 44,496 $174,673,47(
30- 39 52,820 $332,208,18¢
40- 49 51,864 $529,231,26°
50- 59 50,608 $589,624,84-
Over 60 68,013 $835,164,76¢
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Source: IC3 (2019) Internet Crime Report

N.B. Not all complaints included an associatedragge — those with this
information are excluded from the table.

The above table suggests that elderly people are hkely to fall victim
of cybercrime. This is understandable for varioeagsons. First elderly
people, unlike young adults are less likely todoeifiar with the workings
of the internet and how to navigate their way atbuhe online
environment. Second, in view of the first reasdm®ytmay rely on the
assistance of third parties who would most likedy ywunger for their
online transactions. This may further expose theontine victimisation
as such third parties may take undue advantagesof.t

Moreover, the IC3 (2019) Internet Crime Report juled the list of 2019
To 20 International Victim Countries (excluding ted States) as
follows:

I United Kingdom - 93,796
il Canada -3,721
iii. India - 2,901
\2 Australia - 1,298
V. France -1,243
Vi. Belgium -1,031
vii.  Germany - 850
viii.  Brazill - 628

IX. Mexico - 605

X. Argentina - 578
Xi. Philippines - 561
xii. ~ Hong Kong - 535
xiii.  South Africa - 465
xiv. Georgia - 454
Xv.  Switzerland - 438
xvi. ltaly - 428
xvii. China - 403
xviii. Malaysia - 362
Xix.  Spain - 35a
xX.  Russian Federation - 349

The above data indicates that only one African tqu(South Africa)
ranked among the top 20 international victim caestiof cybercrime.
This is perhaps because compared to other corgio¢tite world Africa
is lagging behind in the development of digitalrastructure. Internet
penetration is also relatively low in Africa. Givérat online transactions
are powered by the internet infrastructure; ther ysgpulation will
obviously be higher in countries with this infragtiure. However,
Ndubueze (2019) observed that with the 36.1% ietepenetration rate
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in Africa in 2018, which represents 11.10% of therld population of
internet users the gap created by the digital divsdspeedily closing up.
Victim count by crime type from the IC3 report (2)1s shown below:

By Victim Count
Crime Type Victims CrimeType Victims
Phishing/Vishing/ | 114,702 Lottery/Sweepstakes?,767
Smishing/ Inheritance
Pharming
Non- 61,832 Misrepresentation 5,975
Payment/Non-
Delivery
Extortion 43,101 Investmen 3,999
Personal Data 38,218 IPR/Copyright and3,892
Breach Counterfeit
Spoofing 25,789 Malware/Scareware2,373
Virus
BEC/EAC 23,775 Ransomwart 2,047
Confidence 19,473 Corporate Datal, 795
Fraud/Romanc Breach
Identity Theft 16,053 Denial 0f1,353
Service/TDosS
Harassment/Threat15,502 Crimes Againstl,312
s of Violence Children
Overpaymen 15,395 Re-shipping 929
Advanced Fe 14,607 Civil Matter 908
Employmenti 14,493 Health Care Relate | 657
Credit Card Fraur | 14,378 Charity 407
Government 13,873 Gambling 262
Impersonatior
Tech Suppor 13,633 Terrorism 61
Real Estate/Renti | 11,677 Hacktivist 39
Other 10,842
The above data indicates that victims of

phising/vashing/smishing/pharming top the list aftim by count. The
report defines phishing/vashing/smishing/pharmmguasolicited email,

text, messages, and telephone calls purportedty kegitimate company
requesting personal, financial, and/or login creidési (IC3 Report,

2019, p.27). This is not surprising as it does remuire a technical
informational and communication technology skilleéwecute. Besides,
when people are busy with their daily business dules they be taken
off-guard by these scammers.
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The loss suffered by victims by crime type was g@isawvided by the IC3

Report as follows:

By Victim L oss

CrimeType L oss CrimeType L oss

BEC/EAC $1,776,549,68!| Employment | $42,618,70¢

Confidence $475,014,032 Civil Matter $20,242,867

Fraud/Romanc

Spoofing $300,478,433 Harassment/T#19,866,654
reats of
Violence

Investment $222,186,195 Misrepresente$il2,371,573
on

Real $221,365,911 IPR/Copyright $10,293,307

Estate/Rente and Counterfei

Non- $196,563,497 | Ransomware **$8,965,847

Payment/Non-

Delivery

Identity Theft $160,305,789 Denial 0$7,598,198
Service/TDoS

Government $124,292,606 | Charity $2,214,383

Impersonatior

Personal Data$120,102,501 Malware/Scarg$2,009,119

Breach ware/
Virus

Credit Card $111,491,163 | Re-shipping $1,772,692

Fraud

Extortion $107,498,95¢ | Gambling $1,458,11¢

Advanced Fee $100,602,297 Health Cebe,128,838
Relatec

Other $66,223,160 Crimes Agains975,311
Children

Phishing/Vishing| $57,836,379 Hacktivist $129,000

/Smishing/Pharm

ing

Overpaymen $55,820,21: Terrorism $49,58¢

Tech Suppor $54,041,05:

Corporate Data Breac $53,398,27¢

Lottery/Sweepstakes/Inheritan

$48,642,33:

The above data on loss by victim shows that busieesil compromise
(BEC)/email account compromise (EAC) ranked topmasiong the
losses suffered by victims. The report definesrm&s email compromise
scam as “a scam targeting businesses working withign suppliers
and/or businesses regularly performing wire tras$f@¢C3 Report, 2019,
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p.25). Furthermore, it defined email account compse as “a similar
scam that targets individuals...” (IC3 Report, 20p25). The report
further explained that these scams are perpetiayettaudsters who
compromise email accounts through social engingedn computer
intrusion techniques to do unauthorised transfEing average business
person is looking for opportunities for expansiod @rofit maximisation.
In the desperation to achieve such goal it is golebthat he or she may
play into the hands of fraudsters who may use bcamgineering
techniques to compromise their account. On therdthed, individual
accounts may be compromise because many individigais do not take
necessary steps to protect their personal compteisperhaps explains
why BEC/EAC is top on the list.

34 TheVictim-Offender Overlap in Cybercrime

The victim-offender overlap suggests that therelisk between victims
and offenders. It is argued that the assumptionvikims and offenders
can be neatly separated into two mutually exclusgr@ups is

problematic. This is because there are likely soomemonalities between
victims and offenders.

40 CONCLUSION

The landscape of victimisation has changed witheimergence of the
internet and development of digital devices. Indigtal age people can
be victimised from any part of the globe. Onlinetimisation does not
require face-to-face contact between the victimthedffender. Victims

can be individual internet users, organisationsmroonities or

governments.

50 SUMMARY

The unit focused on the definition of cybercrimetwns; types of cyber
victimisation; patterns of cybercrime victimisatioand cybercrime
victimisation risk factors in Africa.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the various risk factors that expose ieteusers in Africa to
cybercrime victimisation.

7.0 REFERENCESFURTHER READING
Angkasak, D. (2018). Local Protection for Cyber@irvictims on

Victimological Perspective. SHS Web of Conferertsg, 08004
Available at: https://doi.org/10.1051/shsconf/20485004
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Ndubueze, P.N. (2019). Cybercrime and Legislatinnan African
Context. In: T. J. Holt and A. M. Bossler (EdsThe Palgrave
Handbook on International CybercrimeSwitzerland AG:
Palgrave Macmillan, Cham DOlhttps://doi.org/10.1Q0B-3-
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83



CSS 852 CYBER CRIMINOLOGY AND VULAHERTIES
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1.0 INTRODUCTION

There are several factors that can potentially sg@operson to the risk
of cybercrime victimisation. The internet and dajitlevices are now
engrained in the routine activities and life stge individuals. The
reliance on these technologies coupled with thietifieat people as a matter
of necessity have to migrate from the analoguaiceifto the digital one
undoubtedly expose them to victimisation online.

20 OBJECTIVE

By the end of this unit, you will be able to:

e discuss the various risk factors that expose ietensers in Africa to
cybercrime victimisation.

3.0 MAINCONTENT
3.1 Routines Activities

The term “Routine activities” is used to descrile mormal activities that
covers those that concerns our family, friends, kwoecreation and
consumption. These determine who we often comeomact with or
interact whether online or offline. Our online rioa activities for
example, the habit of downloading free software e put us at great
risk of cyber victimisation. The routine activgiéheory (RAT) of Cohen
and Felson (1979) has been severally used scholarplain cybercrime
victimisation.

3.2 Victim Precipitation
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There are instances where individuals initiate ghecess of their own
victimization. The victims themselves may actualhjtiate, either
passively or actively, the criminal act that ultielst leads to the harm
they suffer. This principle applies to both onlinend offline
environments. For example, in this age of sociallimé¢he flaunting of
wealth on social media platforms can make an iddii a target of online
advance fee fraud or romance scam. Wolfgang (1@6fin precipitation
theory has also been used to explain cybercrime.

3.3 SpaceTransition

Space transition refers to the movement from oraeepgo another. It
could be movement from the physical space to theergpace or vice-
versa. The digital revolution that is sweeping asroountries of the world
has resulted in a dramatic increase the spacettoartsaffic. While many

are compelled by their routine activities to trarfsom the analogue
system to the digital one, others are just joining bandwagon. The
‘bandwagoners’ may not be information technologyvyaand as such
may be more prone to cyber victimisation. Agaim ttansition from the
physical space to the cyber space and vice-versgem®nstrated by
Jaishankar (2008) in his space transition theorgilif@ies cyber

victimisation.

34 CybercrimeVictimisation Risk in Africa

Ndubueze (2019, pp. 6-8) discussed several vuliltiebthat offenders

can exploit to victimise their targets online inrigé.

i.) High Number of Domains/Very Weak Network and I nformation
Security: In 2014, the United Nations Economic Commissian fo
Africa identified the high number of domains andyweveak
network and information security as key drivers Affrica’s
vulnerability to cyber security threats. The Repalsserves that
cybercriminals have since considered Africa as eueable
climate for their criminal activities. It also ptsthat cybersecurity
experts are of the view that about 80 percent tdqreal computers
in Africa are virus and other malicious softwaréutted. This is
hardly surprising as there are several “free” iIm¢metworks in
some public places. But many of such networks ates@&cure and
may, in fact, be a trap set by cybercriminals wramimo access
users’ personal information with a view to usingisao victimise
them. For examples, the cravings for ‘free’ intéraecess and
‘free’ software installation have landed the gudimternet user to
the bumpy-trap of cybercriminals. The user may tivgly end
up installing various kind of malware/spyware anayraventually
fall victim of identity theft.
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i)

ii.)

86

I nadequate Protection of Computer System: Computer security
experts have suggested that many computer systeAfsica are
not properly protected and that this exposes tleeaylber-attack.
This kind of scenario is worrisome as it servesxpand the
vulnerability window. The ordinary computer useredmot care
so much about Internet security software. Even vthey procure
one, they may be reluctant to update them. Some &ayued that
auto-updating the security software will consumecimof their
network data. This problem is also related to thgtal-divide
debate discussed earlier in this chapter. Incow ie perhaps a
factor at play here. Users, especially the low imeocones will
normally want to maximise their data usage. They c@nsider
browsing and emailing as activities that are waniir data and
updating of antivirus software as less importartisTattitude is
compounded by their low awareness of the kindséfthey expose
their computer system and data to by not takingr@ppate
measure to protect them. Low income internet usexg feel that
they are not famous or known and cannot be targéwed
cybercriminals. This kind of mind-set perhaps acdsudor why
they are reluctant to take the necessary stepsdteqd their
personal computers.

Digital Skill-Set Gap: “Digital literacy” is still relatively low in
Africa when compared to the developed continentefworld.
Ndubueze (2016b) provides a typology of digitallskh Nigeria
viz: i) the digital affable — persons with stronigjithl skill sets.
This category of people can easily operate theirspwl
computers, cell-phones and the Internet. Digitalsdave also
become part of their daily activities, ii) the daji enfeeble -
persons that are weak in the use of digital tedgydtools. They
are not familiar with the basic functions of theell-phones and
ipads. They also hardly use the Internet and csmrgrt-phones
not necessarily because they need it, but aswssginbol, iii) the
digital dumb — persons who do not have digitall siat at all. They
are digitally docile and by all means try to avosing digital tools.
If they are compelled to use digital tools, theywdonormally do
so with the assistance of a third-party, who obsipus familiar
with such tools. Arguably, the last two categorégeople are
more vulnerable to cyber victimisation. This is &ese they would
normally rely on third-parties to do their digitadnsactions such
as bank Automated Teller Machine (ATM) withdrawaisl other
online transactions. This may expose their passsvtwrctriminal
elements. However, by virtue of being heavily @ttd to digital
tools and being Internet-active, people in the fiegegory are also
exposed to cyber victimisation.

Absence of African Languages: It has been argued that many
African computer users may have difficulty in urstanding error
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vi.)

vii.)

messages or warnings about cyber fraud not presentéheir
mother tongue. This, they argue, may make suchopsrs
vulnerable to cyber fraud. Cyber fraudsters wiflitally exploit
any loop-hole that they find in information and coomication
technology (ICT) tools to victimise their target¥hus, the
language issue is a major problem.

Trust Factor: Trust within families plays a key role in many
African societies. The average African family magrhmps
comprise of the couples and their relatives. Satdtives who may
be domestic helps are usually trusted. Sometirheg,are used for
certain online transactions, not because the mahcioes not have
digital skill, but because they are trusted. Coosetly, such
relatives are expected to keep the details of saoohne
transactions confidential. But that may not alwhgsthe case, as
sometimes, these trusted relatives may be compeantlgough
social engineering or other clandestine means bgrcgriminals
to reveal some personal information of their pypadj which, such
criminals would eventually use to victimise them.

Greed Factor: Greed is a key factor in cybercrime victimisation
the African context. It is perhaps one of the mesgploited
weaknesses by cybercriminals. Longe (as cited imgvard
Newspaper, 2017) have linked cyber criminality acyber
victimisation to human frailties such as greed,lipgiity and
unbridled quest for riches. Many people in Afribank of a better
and brighter future. Many people want to makegtib life; they
want to amass wealth and live in opulence. Buttootmany of
such people who are within the ‘generation y’ agecket realise
that wealth do not come so easily. Cyber criminalsAfrica,
specifically the yahoo-yahoo boys(Internet advance fee
fraudsters), exploit this insatiable quest for \ileab perpetrate
many online advance fee fraud schemes in the amtinThey
yahoo-yahoo boys subculture seems to be enduringfriica
despite the efforts of law enforcement to clampdownt. One of
the factors that feed into this scheme is humardyré&reedy
people are perhaps the most gullible as long asradvfee fraud
Is concerned and the fraudsters know this too wiis also
explains why despite the wide publicity given testkind scam in
Africa, many people still fall victim of it.

Faith Factor: There are many faith-based organisations in Afric
Some of these organisations are prayer groups ethedburage
members to believe in financial ‘miracles’. Thusime members
as a demonstration of their belief of such teachilagt and pray
for some kind of extra-ordinary financial “miracléJnfortunately,
online advance fee fraudsters may exploit this kihdcenario by
sending some bogus (advance fee fraud) mails totaugets who
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often mistake such communications as evidence sfvared
prayers and ultimately fall victims.

40 CONCLUSIONS

The landscape of victimisation has changed witheimergence of the
internet and development of digital devices. Indigtal age people can
be victimised from any part of the globe. Onlinetimisation does not
require face-to-face contact between the victimthedffender. Victims

can be individual internet users, organisationsmroonities or

governments.

50 SUMMARY

The unit focused on the definition of cybercrimetwns; types of cyber
victimisation; patterns of cybercrime victimisatioand cybercrime
victimisation risk factors in Africa.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the various risk factors that expose ieteusers in Africa to
cybercrime victimisation.

7.0 REFERENCESFURTHER READING

Ndubueze, P. N. (2019). Cybercrime and Legislationan African
Context. In: T. J. Holt and A. M. Bossler (EdsThe Palgrave
Handbook on International CybercrimeSwitzerland AG:
Palgrave Macmillan, Cham DOlhttps://doi.org/10.180B-3-
319-90307-1_74-1
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CYBER SECURITY INITIATIVES
Unit 1 Cyber Crime Legislations in Nigeria
Unit 2 Cyber Security Strategies/Initiatives at iNaal, Regional
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Unit 4 Challenges of Policing and Enforcement

UNIT 1 CYBERCRIME LEGISLATIONSIN NIGERIA
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Act, 2006
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1.0 INTRODUCTION

The emergence of the internet and eventual growttcrione and
criminality in the cyberspace created moral panithe Nigerian society.
This resulted in calls for the effective regulatiminthe activities internet
users. This call led to the enactment of the fiygbercrime-specific
legislation in Nigeria. Before the enactment of ti&ybercrime
Prohibition and Prevention Act in 2015, the reldvianwv enforcements
agencies relied on the Criminal Code Act, 1990, Ho®nomic and
Financial Crimes Commission (Establishment) Act0£0and the
Advance Fee Fraud and Other Related Offences A0 20 prosecute
cybercrime and related offences in Nigeria.

20 OBJECTIVE

By the end of this unit, you will be able to:

e discuss and compare the major; provisions of Adedree Fraud and
Other Fraud Related Offences, Act, 2015 to thosh®iCybercrime
(Prohibition, Prevention, Etc.) Act, 2015.
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3.0 MAINCONTENT

3.1 Advance Fee Fraud and Other Fraud Related Offences Act,
2006

The Advance Fee and other Fraud Related Offences2806 (Act NO.
14) repeals the Advance Fee Fraud and Other Fraladdd Offences Act
No.13 of 1995 and the Advance Fee Fraud and OtheuwdFRelated
Offences (Amendment), 2005. The Advance Fee amef 6raud Related
Offences Act, 2006, which was enacted by the Natidssembly of the
Federal Republic of Nigeria on thé" Slay of June 2015 is meant to
prohibit and punish certain offences pertainingdeance fee fraud and
other related offences and to repeal other Actgedltherewith.

The Act comprise of four parts and twenty-two satdias follows:
Part | — Offences. It covers the following sections

Obtaining property by false presence, etc.

Other related offences.

Use of premises.

Fraudulent invitation.

Receive of fraudulent document by victim to congétattempt.
Possession of fraudulent document to constituésrgt.
Laundering of fund obtained through unlawful adtivietc.
Conspiracy, aiding, etc.

: Conviction for alternative offences.

0. Offences body corporate.

1. Restitution

RPRpOoOo~NoO~wNE

Part Il - Electronic Telecommunication Offences. elic covers the

following sections:

12. Duty to obtain subscriber's name and address.

13. Duties of telecommunication Internet Service Prevsd and
Internet Cafes.

Part Il — Jurisdiction. It covers the followingdi®ns:

14.  Jurisdiction to try offences, etc.

15. Possession of pecuniary resources not accounted for

16. Power to control property of an accused person.

17. Power to make order of forfeiture without convictiof an offence.
18. Power of arrest.

19. Power to grant bail.

Part IV — Miscellaneous. It covers the followinggens:
20. Interpretation.
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21. Repeals the Advance Fee Fraud and Other FrauteR&Mdifences
Act No0.13 of 1995 and the Advance Fee Fraud anceiCEnaud
Related Offences (Amendment), 2005.

22. Citation.

The Act re-enacts a consolidated Advance Fee FaaddOther Fraud
Related Offences Act, 2006 and provides the Fed¢ighh Court, the

High Court of the Federal Capital Territory, an@ tdigh Court of the

States, with the jurisdiction to try offences anghose penalties provided
under it.

3.2  Cybercrime (Prohibition, Prevention, Etc.) Act, 2015

The explanatory memorandum of the Act stipulates th

The Act provides an effective, unified and comprediee legal,
regulatory institutional Framework for the prohibit, prevention,
detection, prosecution and punishment of CybergimeNigeria. This
act also ensures the protection of critical nafiomaformation

infrastructure, and promotes cybersecurity angbtbeection of computer
systems and networks, electronic communicationsg dad computer
programs, intellectual property and privacy rights.

The Act is arranged into eight parts (8) and fifiipe sections as follows:

Part | — Object and Application
1. Objective.
2. Application.

Part Il — Protection of Critical National Informaiti Infrastructure

3. Designation of certain computer systems or netwakritical
national information infrastructure.

4. Audit and inspection of critical national informati infrastructure.

Part Ill — Offence and penalties

Offences against critical national information asgtructure;
Unlawful access to a computer;

Registration of cybercafés;

System interference;

Interpreting electronic massages, emails, elearomoney
transfers;

10. Tampering with critical infrastructure;

11.  Willful misdirection of electronic messages;

12.  Unlawful interruptions;

13. Computer related forgery;

14. Computer related fraud;

15. Theft of electronic devices;

© o0~ O
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16. Unauthorised modification of computer systems, oekvdata and
system interference;

17. Electronic signature;

18. Cyber terrorism;

19. Exceptions to financial institutions posting andhauised options;

20. Fraudulent issuance of e-instructions;

21. Reporting of cyber threats;

22. ldentity theft and impersonation;

23.  Child pornography and related offences;

24. Cyberstalking;

25. Cybersquatting;

26. Racist and xenophobic offences;

27. Attempt, conspiracy, aiding and abetting;

28. Importation and fabrication of e-tools;

29.  Breach of confidence by service providers;

30. Manipulation of ATM/POS Terminals;

31. Employees responsibility

32. Phishing, spamming, spreading of computer virus;

33. Electronic cards related fraud;

34. Dealing in card of another;

35. Purchase or sale of card of another;

36. Use of fraudulent device or attached e-mails ansites.

Part IV — Duties of Financial Institutions

37.  Duties of financial institutions.

38. Records retention and protection of data.

39. Interception of electronic communication.

40. Failure of service provider to perform certain dati

Part V — Administration and Enforcement

41. Co-ordination and enforcement.

42. Establishment of Cybercrime Advisory Council.
43. Functions and powers of the Council.

44, Establishment of National Cyber Security Fund.

Part VI — Arrest, Search, Seizure and Prosecution

45, Power to arrest, search and seize.

46. Obstruction and refusal to release information.
47. Prosecution of offences.

48. Order of forfeiture of assets.

49. Order for payment of compensation or restitution.

Part VIl — Jurisdiction and International Coopevati
50.  Jurisdiction.

51. Extradition.

52. Request for mutual assistance.
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53. Evidence pursuant to a request.

54. Form of request from a foreign state.

55. Expedited preservation of computer data.
56. Designation of contact point.

Part VIII — Miscellaneous
57. Regulations.

58. Interpretation.

59. Citation.

SELF-ASSESSMENT EXERCISE
Discuss and compare the major; provisions of AdealRee Fraud and
Other Fraud Related Offences.

40 CONCLUSION

The war against cybercrime by relevant law enfoeimagencies in
Nigeria cannot be effective unless backed by adedegislations. The
Cybercrime Prohibition, Prevention, Etc.) Act, 20@bdoubtedly has
given a major boost to the efforts to control cgloene and criminality in
Nigeria. It is hoped that the severe penalties ttiabffences attract will
deter cyber criminals.

50 SUMMARY

The unit focused on two existing legislations that related to
cybercrime in Nigeria: The Advance Fee Fraud arnteOFraud Related
Offences, Act, 2015 and the Cybercrime (ProhibitiBrevention, Etc.)
Act, 2015. The two legislations provide the legiisle frame work for
the policing of cybercrime and prosecution of otfers.

6.0 TUTOR-MARKED ASSIGNMENT

Compare the major; provisions of Advance Fee Fianal Other Fraud
Related Offences, Act, 2015 to those of the Cyli@er(Prohibition,

Prevention, Etc.) Act, 2015.

7.0 REFERENCESFURTHER READING

Advance Fee Fraud and Other Fraud Related OffeAc#s2015

Cybercrime of Prohibition, Prevention, Etc.) AcD15.
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1.0 INTRODUCTION

Cybersecurity is one of the topmost global secwdatycerns of the digital
age. States across the world are concerned abddiniguefficient and
effective cyber defenses that will protect themnfrayber deviants,
criminals, terrorists as well as state-actors. Treeminence of
cybersecurity underpins the efforts to formulatberysecurity strategies
at national, regional and global levels.

20 OBJECTIVE

By the end of this unit, you will be able to:

e discuss the efforts of the African Union in the lphotion of
cybersecurity in Africa.

3.0 MAINCONTENT
3.1 Meaning and Scope of Cybersecurity

According to Orji (2015, p. 107) the term cyberwdy is defined as “the
collection of tools, policies, guidelines, risk, magement, approaches,
actions, training, best practices, assuranceseuithologies that can be
used to protect the cyber-environment and orgaaorsaas well as users’
assists”. However, for Ndubueze (2014, p.152), U€y security
generally encompasses all efforts by individualgjanisations or the
government towards removing all known and anti@gddopholes in the
cyber infrastructure that may be exploited by amldeviants, criminals
and terrorists .”
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The above definitions clearly underscore the faetdyber architecture is
vulnerable to attacks. Hence, the need for alledtalders to collaborate
to build formidable cyber defenses to protectonirsuch attacks. This is
the essence of cybersecurity.

Kostopoulos (2018, p.xvi) pointed out that cybeusig must safeguard

the following four principles that are essential &oy trusted cyberspace

engagement:

I Confidentiality: Data transmitted or stored are private, to be
viewed only by authorised persons.

. Integrity: Data transmitted or stored are authentic - fleeri@rs
made in storage or in transit.

iii. Availability: Data transmitted or stored are accessible to all
authorised.

Iv. Non-Repudiation: Data transmitted or stored are of indisputable
authenticity, especially when supported by accdetabgital
certificates, digital signatures, or other explidentifiers.

3.2 National Cybersecurity Strategy/Initiatives

The Federal Government of Nigeria (FGN) has talexeal measures to
secure Nigeria cyber infrastructure form emergimgats. One of such
measures is the development of the National Cybergg Policy and
Strategy (NCPS) 2015. The policy document enumgitaies Nigeria can
ensure its preparedness for threats in the cybegspad underpin the
willingness to build comprehensive capability totect Critical National
Information Infrastructure (CNII) and mitigate cybesks. One initiative
that helped to strengthen the National Cybersgcialicy and Strategy
(NCPS) 2015 is the Cybercrime (Prohibition, Premantetc.,) Act, 2015.
The Act contains the comprehensive legal frameworicyber security
as well as the prohibition and punishment for cgheres in Nigeria.
More so, to meet the requirements for cyber seguBéction 41 (b) of
the Cybercrime (Prohibition, Prevention, etc.,) A@15 provides for the
formulation and effective implementation of the iaal Cybersecurity
Policy and Strategy (see, the National Securitgt8tyy, 2019).

Arguably, the effective implantation of the NatibQgbersecurity Policy
and Strategy in Nigeria will by relevant stakehotdéncluding law

enforcement agencies will ensure the smooth opertf Nigeria cyber
infrastructure. This will in turn serve to boostizns and originations
confidence in cyber systems.
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3.3 Regional Cybersecurity Strategy/Initiatives

The African Union with headquarters in Addis Abaligthiopia is
committed to incorporating emerging technologies Adrica’s
development plans and ensuring these technologeesused for the
benefit of African individuals, institutions andtian states by ensuring
data protection and safety online.

On June 27, 2014, the member states of the Aflii@on adopted the
African Union Convention on Cyber Security and Beed Data

Protection. The Convention stipulates among otiiegs that member
states of the African Union are aware that it isanteto regulate a
particularly evolving technological domain, and hwé# view to meeting
the high expectations of many actions with oftevedyent interest, the
convention sets forth the security rules essefaradstablishing a credible
digital space for electronic transactions, persateth protection and
combating cybercrime.

On December 10 to 12, 2019, the African Union Ekp@roup
(AUCSEG) inaugural meeting was held in Addis AbaBthiopia. The
aim of the gathering of the ten cybersecurity etgoepresenting the five
African regions was to discuss cybersecurity issuingschallenges in the
continent and deliberate on how to address them.splecific objectives
of AUCSEG are as follows:

I Advising the African Union Commission (AUC) on cybecurity
issues and policies;

. Proposing solutions to facilitate the ratificatiamd domestication
of the Malabo Convention into national laws;

Iii. Sharing the best policy on how to mitigate curiemd new threats
and on the protection of critical infrastructurelaection systems
as well;

Iv. Identifying areas of research needed for the foatnr of polices,
guidelines, etc., which can be general or sectecifip;

V. Identifying ways to support the establishment aedetbpment of
Computer Security Incident Response Team (CSIRTS);

Vi. Developing ways for close collaboration among AU nvber
States and stakeholders, on cybersecurity;
vii.  Proposing ways to build capacities and to increksés in ICTs

security and their proper use;

viii.  Supporting AU on building African position withinhe
international process related to cybersecurityuidicly ways of
cooperation with international stakeholders.

As part of its objectives, the group will adopestigies and action plan to
address the African cybersecurity needs and gapssource and know-
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how. It will also propose decisions on the promotd cybersecurity for
socio-economic development in Africa.

From the foregoing it is evident that the Africamibh has set up the
needed machinery for the promotion of cybersecwityong member’s
states. However, the success of these strategiasitiatives will largely
depend on how well the respective member statéB fakir obligations
to the Union in this respect.

3.4 International Cybersecurity Strategied/Initiatives

The United Nations (UN) with headquarters in Newk/ dJnited States
Is committed to global cybersecurity. The UN hasrothe years
established expert groups and sponsored confereneleded to
Information and Communication Technology (ICT) ayber threats. In,
2012, the then UN Secretary-General, Ban Ki-mogwayed the group
of 15 experts from the five permanent members ef tiN Security
Council as well as Argentina, Australia (the chaBglarus, Canada,
Egypt, Estonia, Germany, India, Indonesia, and dajgaexecute a
mandate from the UN General Assembly to “study jdssooperative
measures in addressing existing and potential t¢irealated to the use
of information and communication technologies (ILTsee, Wolter,
2020).

Furthermore, another example of the demonstrafitimedUnited Nations
commitment to ensuring global cybersecurity, in&ahe United Nations
Office of Drug and Crime (UNODC) organised an Intgional

Academic Conference on Linking Organised Crime @ytber Crime,

Chuncheon, Republic of Korea. Experts across theldwmcluding

academics and practitioners were invited to thedasp conference which
was in partnership with Hallim University, ChunchedRepublic of
Korea. Another initiative, is the launching of tldobal Cybersecurity
Index (GCI) to measure the status of cybersecuvibyidwide by UN

International Telecommunications Union (ITU)

SELF-ASSESSMENT EXERCISE
Discuss the efforts of the African Union in the Ipfotion of
cybersecurity in Africa.

40 CONCLUSION

Cybersecurity is an issue that concerns all coemi the world. Given
the borderless nature of the cyberspace and thasti#ing nature of
cyber-attacks, nation states cannot but collab@atepartner in the war
against cybercrime and cyber terrorism. These looi#ions and
partnerships have been formed under the auspict® d&frican Union
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and the United Nations. Nonetheless, the Federaé@ment of Nigeria
have also demonstrated its readiness to combataimd terror in the
cyberspace and ensure cybersecurity have alsoliss&b necessary
policy and legislative frameworks.

50 SUMMARY

The unit focused on the various cybersecurity atyias/initiatives at the
national, regional and international levels. ItHiighted the need for
collaborations and partnerships among stakeholdetse war against
crime and terrorism in the cyberspace.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the efforts of the African Union in the mi@tion of cybersecurity
in Africa.
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1.0 INTRODUCTION

Artificial intelligence (Al) is an area of computescience that is
fundamentally concerned with how intelligent maesrthat functions
like human beings can be created. This area isremgng area that has
received great attention in the digital age. Todgyer security experts
are interested in learning how artificial intelligee can be deployed to
solve cyber security issues.

20 OBJECTIVE

By the end of the unit, you will be able to:
e describe how artificial intelligence is applieddgbersecurity.

3.0 MAINCONTENT

3.1 Meaning and Scope of Artificial Intelligence

Artificial intelligence is primarily a machine-basetelligence. With the
monumental breakthrough in the Information and Caomication
Technologies (ICTs) in the Z1century machines are designed and
equipped with the capacity to function as humansg agre. Vahakainu
and Lehto (2019, p. 431) defined artificial intgéince as:

Artificially-formed intelligence that provides talfor solving complex
and demanding problems on a computer or machindifickal
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intelligence is a combination of information tecltogy and physiological
intelligence, which can be computationally usedetach goals.
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3.2 Artificial Intelligence Techniquesfor Cyber Security

The following artificial intelligence techniquesvebeen identified by

Panimalar, Giri and Salman (2018, p.122-123):

I Expert System: This is a computer system that copies the decision
making ability of humans. A good example of exparstem is
knowledge-based systems. Knowledge-based systemsade
up of two sub-systems: the knowledge base andnfieeence
engine. The knowledge base comprises of the realldwo
illustrations and assertions, while the inferencgime is an
automatic reasoning system. It evaluates the cusi@mation of
the knowledge base and applies the rules relegattand asserts
new knowledge into it. The Cyber Security Artifitintelligence
Export System comprise the following in knowledgesé and
interference engine:

Components of Expert Systems

Knowledge Malicious IP Addres
Base Known Malwar¢
Known Virus

Approved Application:
Approved IP Address

End Point Usag Statistic:
Inference IP Address Geographical Locat
Base Connection Attempt
Connection Patter!
Frequency of Programme L
Document Usac

Login Timestamg

Port Communicatic
File/Folder Access Pattel
Source: Arockia, Giri and Salman (2018, p.123).

Arockia, Giri and Salman (2018) further explainbdtiSecurity Expert
System follows a set of rules to combat cyber-attackscHecks the
process with the knowledge base and ignores ifsigood known
processes, otherwise the system terminates theggotVhere no such
process exit in the knowledge base, then inferengene algorithms (rule
sets) is used by the expert system to find outntaehine state. The
machine state is made up of three states: safeenawedand severe.
Depending on the machine state, the administraitoser is alerted about
the status and the inference feed to knowledge. bke advantages of
expert systems include: decision support, instonctidetection,
knowledge base and inference engine.
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. Neural Nets: This is also called deep learning. It is an adbeal
component of artificial intelligence that is dessgnto work and
functions like the human brain. The human brain besgeral
neurons, which serve several purpose, are domdependent and
can learn any type of data. In 1957, Frank Rosénbilaated an
artificial neuron (Perceptron) which facilitatedunal networks.
Perceptron can learn and tackle absorbing issuesoimpining
with other nerves (perceptron). Perceptron onrtgin can
identify the entity on which they are trained byreing and
processing the high level raw data, as our bramkeits own from
the raw data using our sensory organ’s input. Witnes deep
learning (trained) is applied to cybersecurity thestem can
identify whether a file is malicious or legitimatgthout human
interference. This technique produces strong rasdktecting the
malicious threats, compared to classical machiamiag systems.
Neural net’'s speed makes it very useful in cybensgc They can
allow the exact detection of new malware threais elose the
loophole thereby preventing a potential cyber-&ttadhe
advantages of neural nets include: intrusion detectand
protection system, high speed operation, denial sefvice
detection and forensic investigation.

Iii. Intelligent Agents: This is an independent entity which
recognizes movement through sensors and followsompan
environment using actuators. which is an agent @dingct its
activity towards certain objectives. Intelligenteags may use
knowledge base to accomplish their objectiveselligent agent
Is created to combat Distributed Denial of Sery[2B®oS) attack.
The advantages of intelligent agents include: gtre@, have agent
communication language, mobility. They are reactra can
protect against DDoS.

SELF-ASSESSMENT EXERCISE
Describe how artificial intelligence is applieddgbersecurity.

40 CONCLUSION

Artificial intelligence is an emerging area in Comgr Science that has
shown great promise for cybersecurity. Atrtificiatelligence-based
cyber security defense has demonstrated capaciackie cyber threats
and attacks.

50 SUMMARY
The unit focused on the meaning and scope of @aifintelligence and

examined some artificial intelligence techniqueat thre deployed for
cybersecurity such as expert systems, neural ndtggelligent agents.
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6.0 TUTOR-MARKED ASSIGNMENT

What are the various artificial intelligence teajues used for
cybersecurity?
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1.0 INTRODUCTION

Cybercrime is an emerging crime. The modus operfordcommitting
cybercrime differs from those of physical spaceneriin various ways.
This makes cybercrime policing a somewhat hercutaak. Aside the
nature of cybercrime posing a challenge for itsquag), the issue of extant
laws on cybercrime is another area of challengesdme African
countries the laws may not be comprehensive enandleven when they
are the enforcement is marred by some legal tealiinés.

20 OBJECTIVES

By the end of this unit, you will be able to:

e discuss the challenges associated with policingi@ybne

e examine the impediments to the effective estabiestit and
enforcement of cybercrime legislation in Africa.

3.0 MAINCONTENT
3.1 TheChallengesof Policing Cybercrime

A renowned cybercrime scholar Wall (2007/2010) tdesd some
challenges confronting the public police in theifods to control
cybercrime as follows:

I De Minimism: De minimism trap means that the law does not deal
with trifles (de minimis non curat lex). Many cybercrimes are
small-impact bulk victimisations with a large agggée loss, but
spread out across different jurisdictions of theldioHowever,
local policing strategies cascade to decisionaldbal level over
most efficient expenditure and finite resourcesrefore, the
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‘public interest,” which happens to be a major errdn for
releasing police resources for an investigationsigally difficult
to justify in individual cases of cybercrime vicisation.

Nullum Crimen Disparities: There is the challenge afullum
crimen legal disparities in inter-jurisdictional casesl{umcrimen
sinelege — no crime without law). Though recent protocas\eell
as cybercrime convention and multi-agency collatimna may
facilitate inter-force cooperation, they are noeéths dependent
on whether a particular offense is given similaompty in each
jurisdiction. Cooperation may be difficult if thewdant behaviour
is an offense in one jurisdiction and not in anothe
Jurisdictional Disparities: Police or prosecutors use their
resourcefulness to forum-shop when faced with gucteonal or
evidential disparity in order to increase the likebd of obtaining
a conviction. However, inter-jurisdictional coop&gwa may not to
be successful when it comes to non-routine typedfehding.
Non-routine Activity and Police Culture: The solitus or
routinisation issue affects the ability of the pelito respond to
‘non-routine’ criminal activity vis-a-vis their pesssion of
relevant skill sets and experience. Most publidgoad is based
upon local and routinised practices that make ugupational
cultures, working patterns and professional pogcifherefore,
there may be investigative challenges with nonineuevents.
Such non-routine events include those created dyntiernet like
cross-border investigations or some deviant behalmat police
officers do not normally consider criminal.

Under-reporting: The under-reporting of cybercrime to the police
is another challenge that confronts the police. Bssumed
problem of under-reporting to the police has bedmngstanding
debate. The little research into reporting prastipelice recording
procedures, and prosecutions indicates that theee same
shortfalls.

There is no doubt that the above problems accolantsome of the
challenges that the police encounter in their &ftw control the problem
of cybercrime. These problems are not peculiarigeii or Africa, the
cut across the globe. It is also important to rio&t these are not the only
problems that the police encounter in cybercrimarod. However, they
provide us with base line for understanding howlehging it is for law
enforcement authorities to effectively control cydrene.
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3.2

There

MODULE 6

Impediments to the Effective Establishment and Enfor cement
of CybercrimeLegidation in Africa

are several impediments that militate agathst effective

establishment and enforcement of cybercrime letpsian Africa. Some
of these impediments were identified by Ndubue£d 92 below:

i)

ii.)

The Slow Pace of Processing Legislations. The process of
establishing new legislations in some African coest can be
tortuous and protracted. This is more so in coastwith bi-

cameral legislature such as Nigeria, the most mysulAfrican

country. Bills are usually presented and passdubth the upper
and lower legislative houses; public hearings arelacted on the
bills. Where there are different versions to d, ltihey are
harmonized, passed by the legislative houses ant teethe

President for assent. These processes, thoughtosyatand

required to ensure that all relevant stakeholdeakentheir inputs
to the bill, can be time-consuming. This perhapdars the delay
in passing the first comprehensive cybercrime lagm in

Nigeria; Cybercrime (Prohibition, Prevention, eté&gt, 2015.

There were several drafts of cybercrime relatets tefore the
Nigerian National Assembly before the passageefiyibercrime
Act in 2015.

Gaps in Law Enforcement Knowledge/SKills: Arguably, law
enforcement agencies have not been able to keepwpidit the

astounding pace of cybercrime. Cybercriminals ast hecoming
super-sophisticated and usually ahead of law eefoent. They
are inventing novel ways of bypassing security ibgesr in

networks and systems, but such ingenuity is ndicegpd by law
enforcement. Law enforcement efforts to combat gmgrvariant
of cybercrimes have, for the most part, being reactMarcum

(2014) underscores this challenge when she agbattthe most
challenging aspect of fighting cybercriminals iattthey are often
one step ahead of law enforcement in the area @ivletuge and
skills. A sound knowledge of the issues aroundriméttion and
communication technology is a pre-requisite for effective,

efficient and imaginative establishment and enforeet of

cybercrime legislations in Africa. For example, @neninal justice
professionals require an above average Informatemd

Communication Technology-related security knowledge

satisfactorily enforce cybercrime laws.

Low Tempo of Enforcement Activities. Enforcement of
cybercrime legislations in many African countriesemsis relatively
low. Several factors may account for this. Firlsg teporting rate
of cybercrime when compared to offline crimes i8.lé&gain, this
may be because of the low level of awareness @rcyimne in the
continent. Many Internet users may fall victim ofbercrime
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without knowing immediately. For example, a persoay not
know that his/her identity has been stolen onlingil uthe
perpetrator uses it to commit a crime. Second,tduis technical
nature, not so many law enforcement personnel giated some
technical provisions in the extant legislationsirdjthe process of
search and seizure of digital evidence requireniceexpertise, a
skill that is not so common among law enforcememspnnel.

Iv.)  Security versus Privacy Debate: The dichotomy between
security and privacy especially with respect touke of electronic
surveillance remains of the most discussed chaded policing
cybercrime (Nhan and Bachman, 2015). The foregbwigs true
for Africa as well. For example, in 2015, a dratftl hitled
“Frivolous Petition Bill” which proposed two yearaprisonment,
or a fine of $10,000 (N3.6m) or both for anyone vplost “abusive
statement” via text message, Twitter, WhatsAppyrather form
of social media which passed the second readitigeifi” Nigerian
Senate was withdrawn following public out-cry agaiit (Punch
Newspaper, 2018).

v.) Jurigdictional Issue: It is well acknowledged that jurisdiction is
difficult to establish in the cyberspace and tkisme of the major
challenges of enforcing cybercrime legislation.sTikiparticularly
so because African countries, like their countdgan other
continents would normally encounter some difficultiy
determining the jurisdiction of cybercrime caseattbut across
may countries of the world.

vi.)  Extradition Issues: The process of extradition may be tortuous
and complicated if the offense for which extraditis sought does
not meet the requirement of dual criminality (tmeans that the
offense must be a crime in both concerned countri€his
explains why there have been some efforts to addths
challenge under the auspices of the African Unkmr. example,
Article 28:2 of the African Union Convention on &Security
and Data Protection (2014) provides that:

State parties that do not have agreement on matsdtance in
cybercrime shall undertake to encourage the sigoiragreement
on mutual legal assistance in conformity with théengple of
double criminality, liability, while promoting thexchange of
information as well as the efficient sharing ofadéetween the
organisation of State Parties on a bilateral antilateral basis.

vii.) Dearth of Cybercrime Research Centres: There is a dearth of
cybercrime research centres in Africa when compdmedhe
western world (see, Ndubueze, 2016). The academi a
practitioners may be required to make their inglisng public
hearings on cybercrime bills. Law makers may rexjevidence-
based, domesticated and well documented researchthen
cybercrime problem to formulate appropriate legistes that will
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fit into the peculiarity of each nation-state. Bwhere such
research is not sufficiently and readily availallleey may be
somewhat handicapped. Thus there is need for Alirica
governments to establish and fund cybercrime abercgecurity
research centres.

viii.) Low Regional Response: Overall, there seems to be low response
across the spectrum to the problem of cybercrinfgriica. When
compared to the developed regions of the world siscAmerica,
Australia, Europe and so on, there are not so ngsanyersations
going on around the problem of cybercrime. Theeenat so many
regional conferences, seminars, debates, on cylexrand
criminality. There is no doubt that such activitvesuld ultimately
create more awareness on the scope of the problémralerscore
the need for more regional cooperation in the &fftr combat it.
For example, the African Union Convention on CyBecurity and
Personal Data Protection was adopted by the Twibmy-
Ordinary Session of the Assembly held in Malabo d&qual
Guinea on 2% June 2014. However, only 11 countries have signed
it as at % February, 2019 (African Union, 2019). This low
response will undoubtedly affect the level of caagpien among
member states in the establishment and enforceshepbercrime
legislation in Africa.

IX.)  Weak Voices in Global Internet Governance: The African
Union Commission (2016) has decried the weak voodesfrica
in global Internet governance. African needs straogces in
global internet governance as this is critical ke teffective
enforcement of cybercrime legislations in Africa.

SELF-ASSESSMENT EXERCISE
Discuss the challenges associated with policingigyiome.

40 CONCLUSION

The emergence of cybercrime has changed the dysamfipolicing.
Policing in the digital age requires some speadlidraining and
development of skill-sets that are not commonaditional police culture
and practices. This constitutes a change for cyimeegoolicing. The fact
that cybercrime offences may vary from one coutdrgnother makes
cross-border cooperation of law enforcement agengleen prosecuting
certain cases difficult. Moreover, there are sdvissues that make the
establishment and seamless enforcement of cybercigislation
problematic.

50 SUMMARY
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The unit discussed the challenges that public padificer encounter in
their efforts to control cybercrime. The severalpediments to the
effective establishment and enforcement of cybereriegislations in
Africa were also discussed.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss the challenges militating against the éffec control of
cybercrime by the Police.
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